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1 INTRODUCE

This document is for Sigfox and BLE dual mode module FW development guide,
which is suitable for WS2118 and WS2119 EVB and Module. The WS2118 is
designed for Sigfox RC1 and RC3 region (RC5 and RC6 regions can also be
supported but are not certified). WS2119 is for Sigfox RC2 and RC4 region.

1.1 DEVELOPMENT SDK FROM STMICRO
2 items need to download from STMicro.

1. STSW-BNRG-S2LP evaluation software package based on BlueNRG-1 and S2-
LP

http://www.st.com/content/st com/en/products/embedded-software/wireless-

connectivity-software/stsw-bnrg-s2lp.html

2. BlueNRG-1 ST-LINK utility for BlueNRG-1, BlueNRG-2 MCU

http://www.st.com/content/st com/en/products/embedded-software/wireless-

connectivity-software/stsw-bnrglstlink.html

NOTEL: Default BlueNRG-1_ST-LINK_CLI.exe in NRG ST-LINK installation directory

has issue which is section erase.

Please unzip BlueNRG-1_ST-LINK_CLI.7z and copy it inside the folder C:\Program
Files (x86)\STMicroelectronics\BlueNRG-1_2 ST-Link Utility V 2.0.0\ST-LINK_Utility

to replace the original file.

NOTE2: DON'T ERASE Page 78 and Page 79 of flash by STLINK CLI or GUI

More BlueNRG-1 SW package for from ST:

http://www.st.com/en/wireless-connectivity/bluenrg-1.html

More information from Sigfox:

https://resources.sigfox.com/
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1.2 DeBUG TooL - STLINK
Buy it from ST or contact ST distributor.

http://www.st.com/en/development-tools/st-link-v2.html

1.3 SIGFOX SIMULATOR - SDR DONGLE
You must use antenna with correct frequency domain for your development sigfox

RC zone.
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Sigfox RC zones have different frequency as below:

Zone 1: Europe, Oman, South Africa

Tx Frequency: 868.13MHz

Rx Frequency: 869.525MHz
Zone 2: USA, Mexico, Brazil

Tx Frequency: 902.2MHz

Rx Frequency: 905.2MHz
Zone 3: Japan

Tx Frequency: 923.2MHz

Rx Frequency: 922.2MHz
Zone 4: Australia, New Zealand, Singapore, Taiwan, Hong Kong, Colombia,
Argentina

Tx Frequency: 920.8MHz

Rx Frequency: 922.3MHz
Zone 5: South Korea

Tx Frequency: 923.25MHz

Rx Frequency: 922.25MHz
Zone 6: India

Tx Frequency: 865.2MHz

Rx Frequency: 866.3MHz

More information

https://resources.sigfox.com/document/sigfox-sdr-dongle

https://storage.sbgl.cloud.ovh.net/v1/AUTH 669d7dfced0b44518cb186841d7cbd75/
staging docs/att19630513-1709-SIGFOX-DATASHEET-SDR dongle.pdf

Where to buy SDR Dongle:

https://www.digikey.tw/product-detail/zh/sigfox/SDR-DONGLE/1895-1000-
ND/7930762
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1.4 JORJIN SIGFOX AND BLE DuAL MoODE EVB
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There are 2 versions for EVB in current status. One is WS211920A-PCB-D03

version which has limitation about STLINK debugger can’t support runtime debug.
Because EEPROM CS Pin has conflict with STLINK Pin.

For the WS2118 and WS2119 EVB user guide you can download from Jorjin website
or contact with Jorjin Sales.
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1.5 JoRrJIN DUAL MODE MODULE
OLD version module
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1.6 DeEVELOPMENT TOOL
® |AR embedded workbench 8.32+ (*Note: 8.50.9 is required since SDK v6.0.7)

® Jorjin SDK version 6.0.0+

® Standard AT command FW developed by Jorjin
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2 FLASH MAPPING IN BLUENRG-1

2.1 FLASH ADDRESS MAPPING
Note: DON’T modify page 78 and 79, there have module information and

calibration parameter and SIGFOX sequence number.

Based on OTA service manager!

2.1.1 Enable OTA service manager

o + 0x 10068000

| |

| Jorjin rezerved {2K)

e + 0x10067800( page.79)

| |

| (2K |

e + 0x10067000( page. 78 ) (zequence number)
| |

| Free apace (9K

| e e + 0x10050800

|
|
|
|
|
OT4 mervice maneger(66E)|
|
|
|

b + 0x10040000
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2.1.2 Disable OTA service manager
. SO— ¢ 0% 10068000

|
| T SUSABIY W . i 0x10067800( page . 79)

|
L . Sy T 0x10067000( page.78) (zequence number)

|
|
|
|
Free space (75K) :

|
| o e + 0x10054480

Application (81K)

|
|
|
|
|
|
|
|
|
o + 0x10040000

2.2 FLASH CONTROL
1. Reading Flash memory

To read one single word of the flash, just read it as if RAM memory: read the

desired flash address and get read data on the bus.
2. FErasing Flash

The Flash controller allows erasing one page or the full main Flash.
3. Write function

The Flash Controller allows writing one word (4 bytes), up to 4 words or the full

main Flash memory (with a single fixed word).
4. Basic Flash operations:

Erase a page

Write a page word by word

Verify write operation word by word

You have to erase flash (page) first then program flash. Otherwise you can’t program

data successfully.

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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2.2.1 Flash functions

Erase page (BlueNRG1_flash.c)

»  Void FLASH_ErasePage(uint16_t PagNumbere;)

Erase all flash (BlueNRG1_flash.c)

»  void FLASH_EraseAllFlash(void);

Read flash (uint32) (BlueNRG1_flash.c)

»  uint32_t FLASH_ReadWord(uint32_t Address);

Read flash (uint8) (BlueNRG1_flash.c)

>  uint8_t FLASH_ReadByte(uint32_t Address);

Program flash (BlueNRG1_flash.c)

»  void FLASH_ProgramWord(uint32_t Address, uint32_t Data);

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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3 JORJIN SDK

3.1 SDK INFORMATION
Jorjin SDK is customized based on ST official released, which include latest sigfox
library and PIN configuration base on WS2118 and WS2119 PIN definition.

3.2 |AR EMBEDDED WORKBENCH IDE

3.2.1  Open project file

- o x
[
T HeES - Iﬂ
FlEEemn-
2 nE
B
« © 4 |« Projects Cube » S2-LP SigFox DK » WS211x.DK > BlusNRG > EVARM F

~  zZm

settings 20

WS2118_Module 20

WS2119_Module 20
[ BlueNRG1.icf 20 4KB
[] BlueNRG2 ict 20 4KB
[ ws211x DK dep 20 56KB
[ ws211x Dicewd 20 05 KB
[ ws211x Dicewp 20 86 kB
[ ] ws211x DKewt 20 93 kB
20 K8

3.2.2 Defined symbols

Project—option—C/C++ compiler—preprocessor

@ ELE SigFox SensorDemo - IAR Embedded Workbench IDE - ARM 8.10.1
File Edit View |Project | ST-link Tools Window Help
NO R | AddFies. =< Q> %=¢< B >
Workspace [@ AddGroup.. x_SensorDemo_main.c X BIUENRG 1
Fo——— [H] import File List...
i Add Project Connection... while(1):
les
. Edit Configurations...
= ‘B_LE_SlgF RINTF ("BLE Stack Initialized
EHAL Remave
M Library a1t
W Platform_| 17 Create New Project...
—E.L:arlup ™ ndd Existing Project.. * Just & startup LED blink 19 gptions for node "BLE SigFox_SensorDemo”
] sysh or(uint32_t i=0;i<8;i++)
8 i User #  Options... Alt=F7
EELE SakEvalledToggle (LEDL) ;
aesc Version Control System »| Clock Wait(200): Calegary T
[FIBLE 5 [ Multifile Compilation
BEIY @ Make 7 Discard Lnused Publics
g7 [* Set the Frequency offsst in
Bencry B compie eIl T_MANUF_APT_set_freq offset (S MISRA-C:1998 Encodings Extra Options
L @ Ouent @ Repuild Al RECenre Language 1 language 2 Code Optimizations  Qutput
WPV 2 clean 2::;:;?2’];&'&’ List Diagnostics MISRA-C:2004
& Batch build... pg || Retrieve © Buld Actions
/retr_err=en Linker [ignare standard include directories
str_err=RETR OK:
C-STAT Static Analysis b - = Debugger Additional include directories: (one per line)
Simulator
$PROJ_DIRS\.\inc ~
SR E] e capt $PROJ_DIRS\.\BLE_Chathinc
CMSIS DAP $PROJ_DIRS\ A, \ \ \Librany\hal\inc
© Download and Debug Ctrl+D GD?EWH $PROJ_DIRS\.\, .\ \Libran\BlueNRG1_Periph_Driveriinc
I-jet/ITAGjet i
+ | Debug without Downloading ZI«JLinWZI—TrJa(E SPROJ_DIRS\.\ .\ \Libran \CMSIS\Deviee\ST\BlueNRGT\Inclu v
¥) Attach to Running Target T1 stellaris Preinclude file:
LIS " oy - PE micro
Make & Restart Debugger Ctri=R fRINTE {"rcz=8d\r\n", rcz); STimK
Restart Debugger CHUI=SNITtR by I¢ tpe petriever returned Third-Party Driver Defined symbols: (one per line)
Domiany b (retr_err -RETR OK) [ TEMSPFET HS_SPEED_XTAL=HS_SPEED_x | [Breprocessor outputto file
Fatal Errorl): TINDS LS_SOURCE=LS_SOURCE_EXT Preserve comments
AR = ; SMPS_INDUCTOR=SMPE_IND Generate Fline directives
FOR_FCC v
BLE_SigFox_Sensor CMSIS-Pack L
»
suild Open Device Description File o r—
Save List of Registers...
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o1
JOR v D

T E C H N O L O G5 1 E S

Doc No: WS211x BLE/Sigfox FW development guide
1. Memory type

There have two types of memories, internal FLASH and external EEPROM. To use
FLASH for data storing, the “USE_FLASH” symbol must be defined in the “Defined
symbols” in IAR’s preprocessor settings (as shown in the following picture). If the
“USE_FLASH” symbol is not defined, EEPROM will be used during the initialization.

Optians for node "WS211x_DK" x

Categary: Factary Setiings

[ Muitisfile Compilation

Dizcard Unuzed Publics

General Options
Static Analysis

LBuntime Checking
C/C++ Compiler MISRA-C:1998 Encadings Extra Options
SsEmbler Language 1 Language 2 Code Optimizations Output
Output Converter - Preproceseor - ' e
Custom Build List I 2 | Diagnostics MISRA-C-2004
Build Actions
Linker [lignore standard include directaries
De.bugger Additional include directories: (one per ling)
z‘:‘giamr $PROJ_DIRS\..\ \inc ~
SPROJ_DIRE A AN A Drivers\ WMCILNBLE _Application'/ayers_inc
CMSIS DAP PP t
SPROJ_DIRSY A A A\ Drivers\WMCIUNBLE_Applicatiom\OTANNc
GDE Server SPROJ_DIRS, N 4.4\ Drivers\MCU\Blustooth_LE\inc
Ljet/TTAGjet SPROJ_DIRSY 45\ Drivers\MCUNHAL_BLUENRGYinc v

J-Link/1-Trace
TI Stellaris Preinclude file:
Mu-Link |
PE micro
STALINK Defined symbaols: (one per line)
Third-Party Driver .
TI MSP-FET
TI XDS

[] Preprocessor output to file
Preserve comments

ST_USE_OTA_SERVICE_MAMAI

W52118 v

Generate #line directives

Cancel

The “HARDCODE” symbol controls the active ID, PAC, key and rcz at

“ST_Sigfox_Init.c”. If it's not defined, the Sigfox information stored in the memory will

be used for the Sigfox operations.

If “HARDCODE?” is defined, the hardcoded Sigfox information in “ST_Sigfox_Init.c”
will be used, and the original information in the memory will also be overwritten by

the hardcoded ones.

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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main.c  nvm_api.c  ST_Init.c  chat.c chath ST _Sigfox_Init.c x mcu_api_bluenrgl.c | jorjin_sigfox_retriever.h

ST_SFX ERR 5T_Sigfox Init(NVM BoardDatalype *sfxConfig, uint8_t openAfterlnit)
{
5T SFX ERR ret err = 5T SFX ERR NONE;
—|| #ifdef HARDCOLE
uint32_t id = 0xFEDCBASE;
uint8_t pac([8] = {Oxll,0x22,0x33,0x44,0x55,0x66,0x77,0x38])>
uint8_t key[1€] = {00,0x11,0x22 0x33,0x44,0x55,0x66,0x77,0x38, 0x9%, 0xA2, 0xBB, 0xCC, 0xDD, 0xEE, 0xFF};
| #1f S2LP_FEM PRESENT == S2LP_FEM NO
uinté_t rcz = 17
#elas
uints_t rcz = 47
H #endif
—f gendif

/% Configure XTAL frequency and offset for the RF Library 4/
ST_RF_API_set_xtal_freq(S2LPManagementGettalFrequency());

/% Macro that defines and 1 15lizes the nvmconfig structure +/
H

INIT_NVM_CONFIG (nvmConfig)

/% Sigfox Credentials Management */

M gifdef USE_FLASH

nvmConfig.nvmlype = NVM TYPE FLASH;

nvmConfig.sfxDatakddress = (uint32_t)FLASH USER S5START ADCR; /% Set here the address for 'NWM sigfox de
- #endif

/* Configure the NVM API */
SetNVMInitial (senvmConfig) ;

H |¢ifdef HARDCODE

sfxConfig->»id = id:
sfxConfig->rcz = rcz;

memcpy (sfxConfig->pac, pac, 2);

enc_utils_set_rcz(sfxConfig->rcz);
enc_utils set_id(sfxConfig->»id);
enc_utils_set_key(key);

A¥[] #ifdez USE_FLESH

ret_err = (5T_SFX ERR)ST_RF_API set_xtal freg(S52LPManagementGetXtalFrequency ()+sfxConfig->freqlffset);

if(!ret_err)
ret_err = (S5T_SFX EPRR)S5ST_RF API set_rssi_offset(sfxConfig->rssiOffset); /* Override RSSI offset */
A L gendif //USE FLAS

EH

Use in main.c, ST_Sigfox_Init.c, nvm_api.c and S2LP_IDB00xV2_AUTO.h

main.c » 5T Sigfox_Init.c | 5T Init.c chat.c | chat.h
Appli_Exti_CB[uint16_t
A [0 $ifdef USE_FLASH

#include <string.h>
#endif

#ifdef USE_FLASH

nvmConfig.nvmlype = NVM TYPE FLASH;

nvmConfig.sfxDatakddress = (uint32_t) FLASH USER START ADDR; /% Set here the address for 'NVM sigfox data' management */
#endif

#ifdef USE_FLASH
ret_err = (ST_S5SFX ERR)ST_RF API_ set xtal freg(SZLFManagementGetXtalFrequency()+sfxlonfig->freqlffset);

if (!ret_err)
ret_err = (ST_SFX ERR)ST RF API set rssi offset(sfxConfig->rssiOffset); /% Override R55I offset +/

#endif /USE FLASH

=5}

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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#ifdef USE FLRSH
/% Retrieve Sigfox info from FLASH */
if{{enc_utils_retrieve_data(&sfxConfig->id, sfxConfig->pac, &3fxConfig->rcz))==RETR_EER)
{
if {{enc_utils_check_key() }==RETR_OK)
{
enc_utils_store_module data():
PRINTF({"Update sigfox information\r\n™):
SdkDelayMs (100} ;
NVIC_SystemReset():
}
else
{
enc_utils set_public key(l};
BRINTF("Sigfox key is wrong, 3=t public key\r\n");
}
}

if {enc_check wersion{} == RETR_EER)
{
updated wersion();
PRINTF("Sigfox sequence number returnsed to zero\r\n");
SdkDelayMs (100} ;
NVIC SystemReset();
}
else

{
ret_err = (3T_5SFX ERR)5T_RF API set_xtal freq(52LEManagementGetXtalFrequency()+sfixConfig->freq0ifset);

if{!ret_err)
ret_err = (ST_SFX ERR)ST_RF RPI set rssi offset(sfxConfig->rssiOffset); /4 Override RS5I offset +/

if{ret_err) /* An error occured reading freq, R55I or LBT offsets #/
ret_err = 5T_SFX ERR OFFSET;

#else

main.c nvm_api.c » 5T Init.c chat.c chat.h jorjin_sigfox_retriever.h 5T _Sigfox_Init.c mecu_api_bluenrgl.c
_setBlockState[uint32_t, uint64 1]

A [0 #ifdef USE_FLASH

#define _nvmReadOperation(addr, nbytes, buff) FlashRead({addr, nbytes, buff)

#define nvmWriteOperation(addr, nbytes, buff, mode) FlashWrite (addr, nbytes, buff, mode)
#else

#include "SZLP_AUE_EEFROM.h"

#define nvmReadOperation(addr, nbytes, buff) EepromBead{addr, nbytes, buff)
#define nvmHriteOperation(addr, nbytes, buff, mode) EepromWrite (addr, nbytes, buff)
- #endif

main.c  SZ2LP_IDBOOxVZ_AUTO.h x nvm_apic ST Init.c chat.c chat.h 5T Sigfox

4 @hrief Definitions for EEFROM
Ei J.-I.r'
A [ #ifdef USE_FLASH
#define EEFROM FRESENT EEFROM NHO
#elae
#define EEFROM FRESENT EEFROM YES
- #endif
[ ek

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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Notice: JORJIN WS2118 module is for zone 1, 3, 5, 6 and JORJIN WS2119 module

is for zone 2 and 4.
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2. Debug mode

Set “DEBUG” to open debug mode, will show PRINTF(*”). Don't define symbols
“‘DEBUG?” to disable debug mode. If use printf(*”) debug message always show
context(PRINTF # printf).

Options far node "WS5211x_DK" *
Categony: Factom Settings
General Options [ Muli-fle Campilation
Static Analysis Discard Lnused Publics
Runtime Checking

CfC++ Compiler MISEA-C:1998 Encodings Extra Options
Assembler Language 1 Language 2 Code Optimizations Cutput
Output Converter . Preprocessor = - -
Custom Build List P Diagnostics MISRA-C:2004
Build Actions
Linker [ignore standard include directories
De.bugger Additional include directories: (one per ling)
z';“;amr $PROJ_DIRS\.\.\inc A
SPROJ_DIRE, N A AN ADrivers\MCINBLE_Applicationt|ayers_inc
CMSIS DAP SPROJ_DIRSY A\ A\ \Driversy MCUNBLE_Application\OTAY nc
GDB Server $PROJ_DIRSY AN\ DriversyMCU'Bluetooth_LE4inc
I-jet/ITAGjet $PROJ_DIRSY AN \Drivers\MCUNHAL BLUENRGYine v
JLink/1-Trace
TI Stellaris Preinclude file:
Mu-Link |
PE micro
STINK Defined symbals: (one per ling)
Third-Party Driver | o [ Preprocessor output to file
TIMSP-FET DEBUG i Preserve comments
TLXDS Generate #line directives
HARDCODEx v

Corcel

It is used in chat.c, rf_api.c and mcu_api _bluewnrgl.c.

main.c  rf_api.c  nvm_api.c ST Init.c  chatc  chath x

[E] $ifndef CHAT H_
#define CHAT H_

M #ifdef DEBUG
#¢include <stdic.h>

gdefine PRINTF(...) printf(_ VA ARGS_ )
#¢define BLE_CHAT VERSION_STRING "1.0.0"
#zlae
#define PRINTF{...)

- #endif

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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| ST Sigfos_Init.c - meu_api_bluenrgl.c

i

//#elif DEBUG BLE
#include <stdioc.h>
#include "5DK _EVAL Com.h™
#define PRINTF(..
#else
#define PRINTF({...
#endif

/A*[0] $ifdef DEBUG

Fivoid 5T dbg CE(const char *wectoStr,...):

S/¢define FRINTE (...} { Sﬁ_dbq_CB(__Uﬁ_ARGS__);}
/% | s/ #elif DEBUG BLE

#include "5DK_EVAL Com.h"

#define FRINTF({...} printf{_ VA ARGS }

#elae

$define PRINTF({...)

~ gendif

main.c  nvm_api.c | ST_Init.c  chat.c | chath ST _Sigfox_Init.c meou_api_bluenrgil.c »  jorjin_sigfox_retriever.h
A0 $ifdef DEBUG

A #include <stdio.h>

i vold 5T dbg CB({const char *vectoStr,...}:

A #d=fine FRINTE(...) { ST dbg CB{_ VA ARGS )}

.} printf{ VA BRGS )

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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3. GPIO pin mapping

PCB-D03 and PCB-D04 have defined different eeprom cs pin.
Itis used in S2LP_IDB0O0xV2_AUTO.h.

® |f use PCB-D04, defined PCB-D04 version.

Sigfox_Init.c  Platform_Configuration_STEVAL_IDB0OxV2.h  »= chat.c WS211x_main.c®

#ifdef PCB_DO4

#define EEFRCOM SPI_C5 FIN GPIO_Pin &
#else

#define EEFRCOM SPI_C5 FIN GPIO_Pin_ 10
#gendif

4. Definitions for PA
Defined WS2118 or WS2119 to switch PA configuration.

main.c  S2LP_IDBO0xV2_AUTO.h x nvm_api.c ST Init.c chat.e chat.h ST Sigfox_In

i ghrief Definitions for FA

B J.f'

#define 52LP_FEM YES3 i
#define 52LE_FEM NO 1

$define S2LF _FEM ZUTO 2
A #ifdef WS2118
$define S2LF FEM PRESENT S2LP FEM NO
#elae
$define S2LF FEM PRESENT S2LP FEM AUTO
- #endif

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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5. OTA mode

i. Enable OTA service manager
ST _USE_OTA_SERVICE_MANAGER_APPLICATION=1 at
Linker=> config = configuration file symbol definitions and
CI/C++ compiler-=> preprocessor

to enable OTA service manager will change Application start address to 0x10050800.

Options for node "WS211x_DK" X

Category: Factory Settings

General Options
Static Analysis
Runtime Checking
C/C++ Compiler #define Diagnostics Checksum Encodings Extra Options
Assembler Config  Library Input  Optimizations Advanced Output List

Output Converter ) ) o
Custom Build Linker configuration file

Build Actions 4 Override default
Debugger $PROJ_DIR$\BlueNRG1.icf
Simulator
CADI Edit...
CMSIS DAP
GDB Server - r r—— n
et/ TTAGjet Configuration file symbol definitions: (one per line)
J-Link/3-Trace ST_USE_OTA_SERVICE_MAMNAGER_APPLICATION=1
TI Stellaris
Nu-Link

PE micro
ST-LINK
Third-Party Driver
TI MSP-FET

TI XDs

Cancel

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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Options for node "WS211x_DK"

Doc No: WS211x BLE/Sigfox FW development guide

X
Category: Factory Settings
General Options 1 Multi-file Compilation
Static Analysis Discard Unused Publics
Runtime Checking
| /C++ Compier | MISRA-C:1998 Encodings Extra Options
60‘55"“";'“ Language 1 Language 2 Code Optimizations Output
Clishon Buld List reprocessor Diagnostics MISRA-C:2004
Build Actions
Linker [J Ignore standard include directories
D’P“W“ Additional include directories: (one per line)
ok $PROJ_DIRS\..\. \inc ~
$PROJ_DIR$\.\.\..\.\.\Drivers\MCU\BLE_Application\layers_inc
QiSES 0N $PROJ_DIRS\.\.\.\.\. \Drivers\MCU\BLE_Applicatiom\OTA\inc
GO Server $PROJ_DIRS\.\..\.\..\..\Drivers\MCU\Bluetooth_LE\inc
I-jet/JTAGjet $PROJ_DIR$\.\.\.\..\..\Drivers\MCU\HAL_BLUENRG\inc -
J-Uink/J-Trace
I Stellaris Preinclude file:
Nu-Link
PE micro
ST-LINK Defined symbols: (one per line)
Third-Party Driver ~ | [lPreprocessor output to file
TIMSP-FET Preserve comments
s Ws2119 Generate #line directives
PCB_DO3| v
ST_USE_OTA_SERVICE_ MANAGER_APPLICATION=1
Corce
ii. Disable OTA service manager

Remove ST _USE_OTA_SERVICE_MANAGER_APPLICATION=1 at

Linker=> config = configuration file symbol definitions and

C/C++ compiler=> preprocessor

to disable OTA service manager will change Application start address to
0x10040000.

Options for node "WS211x_DK" Options for node "WS211x_DK" x
Calegon: Facto Setings Celeoon: Facioly Setings
General Options General Options. 1 Multi-file Compilstion
Statc Analyss Statc Analyss. Discard Unused Publics
Runtime Checking Runtime Checking

G/C++ Compiler #define  Diagnostics ~ Checksum  Encodings  Extra Options MISRA-C:1998 Encodings Extra Options
Pasembler Confi ibrs Iny mizations ance: i m inguage nguage e timizations u
|| [l e e e o e i e e ez

w 7 Querride default o s Dignore standard include directories

ger $PROLDIRSBIUENAG T icf Debugger Additional include directories: (one per line)
Suator e Sruator SPROLDRS\ANC ) )
e e e
GO Senver Configuration file symbol definitions: (one per ling) GDB Server SPROJDIRS\., Drivers\MCU\Bluetooth_LE\inc
Tjet/TTAGIet Ijet/TTAG)et $PROJ_DIR$\. AN A\ \Drivers\MCU\HAL_BLUENRG\inc
J-Unk/J-Trace | Junk/)-Trace
TI Stellaris T1 Stellaris. Preinclude file:
Nu-Link Nu-Link
PE micro PE micro
ST-LINK ST-LINK Defined symbols: (one per line)
Third-Party Driver ‘Thirc-Party Driver DSE_FLASH | | DRreprocessor output to file
TIMSP-FET TIMSERET WSs2119 Preserve comments
oS TS PCB D03 Generate #line directives
DEBUGX v
Concel Concel

Copyright © JORJIN TECHNOLOGIES INC.
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3.2.3 Switch your module/EVB type

Select edit configurations to switch type. Each configuration has different defined

symbol.
© BLE SigFox_SensorDema - IAR Embedded Warkbench IDE - ARM &.° CaniguratiDns for "Ws211 x_DK"
File Edit View |l Project § ST-Link Tools Window Help
i O R @ | L AddFies. . ¢ | Configurations:
Workspace [s AddGroup... gFox_Se
Release_FCC [ mport File Lit... at_atr | 1450119 Module Mew
Fil Add Project Connection... wolati
iles .
T F F wolati
o . . I Edit Configurations... I EEITIEIVE
= HaL * | Remove SRR
B Library + g
21 @ Plattorm_| 1 create New Project... £/
| W SDK_E " add Bdisting Project... /4 Ul
| uID t
| £  Options... Alt=F7 |UUID_t
| Version Control System 4 [Drag to DrdEr]
! i Pri
Waorkspace w 0 X | Sigfox_Init.c  Platform_Configuration_STEVAL_IDBOOxV2.h x chat.c WS211x_main.c*
WS2119_EVE ~|
Options for node "Jaorjin_\W5211x_SDK" X
GBIO_Pin_é
- GPIO Pin 10
Categony: Factory Settings -~
General Options [ Multi-file Compilation
Static Analysis Discard Unused Publics
Runtime Checking
++ Compiler MISRA-C:1998 Encodings Extra Options tput
Assembler Language 1 Language 2 Code Optimizations Output
Cutput Converter List Preprocessor EremrEsts MISRA-C:2004 n_2
Custom Build
Build Actions
Linker [lgnore standard include directories .
De.bugger Additional include directories: (one per ling)
Smdater $PROJ_DIRS\ \inc " n_3
$PROJ_DIRS .M\ Librandhaliine
CMSIS DAP $PROJ_DIRS\.\. A\ ALibrany\BlueNRG1_Periph_Driverinc
GDB Server SPROJ_DIRS\ AN ALibrand CMSIS\Deviceh ST\BlueNRG 14 Incluc | Mode
THet/TTAG]et $PROJ_DIRSY AN\ ALibranACMSIS\Include v
J4inkf1-Trace na
TI Stellaris Preinclude file: 3
Nu-Link |
PE micro Mode
ST-LINK Feﬁned symbals: (one perlineg) I
Third-Party Driver SERVER=1 ~ [ Preprocessor output to file
TIMSP-FET USE_FLASH= Preserve comments
TLXDS PCE_DO3 Generate #line directives
TIMERx v n_13
gSense_Edge
ing edge, 1 raising */

Cancel

crrro—rmput
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Quick switch configuration

@ WS211x DK - IAR Embedded Workbench IDE - Arm 8.22.2

Waorkspace w O X | Sigfox_Init.c  Platform_Configuration_STEVAL_IDBOOxV2.h x chat.c W5211x_main.c*
WS2118_EVE ~
Files _ bl #ifdef BCB D04
E [ JJorjin_ WS211x SDK _[ » | | #define EEPROM_SPI_CS_PIN GPIO_Pin &
Options for node "Jorin_\WS211x_SDK" * SPTO Pin 10
General Options [ Multifile Compilation utput
Static Analysis Dizeard Unused Publics
Runtime Checking in 2
C/C++ Compiler MISRA-C:1998 Encodings Extra Options
Assembler Language 1 Language 2 Code Optimizations Output
Qutput Converter List Prepracessor Diagnastics MISRA-C:2004 p_Mode
Custom Build
Build Actions i
Linker [Jignore standard include directories —
De.bugger Additional include directaries: (one per ling)
z‘:&‘f“" $PROJ_DIRS\, \inc Al [=] | [Hoce
SPROJ_DIRSY AN MLibrandhaline |
CMSIS DAP $PROJ_DIRSY.\ M.\ \LibrandBlueNRG1_Periph_Driveriinc in_0
GDB Server $PROJ_DIRS\.\ A\ \Libran\CMSIS\ Device\ST\BlueNRG ThInclus
Ijet/ITAGet $PROJ_DIRSY.A\M N ALibrand\CMSIS\Include v
Jink/J-Trace 0_Mode
TI Stellaris Preinclude file:
Mu-Link
PE micro | |Z|
ST-LINK Defined symbals: (one per line)
Third-Party Driver USE_FLASHx A [ Preprocessor output to file in 13
TIMSPFET WS2118 Preserve comments n?Sense_Edge o
TLXDS PCE_DO4 Generate #line directives fiog edge, 1 raising 4/
TIMERx v E
E
nput
(0]8 I | Cancel TORITY

File Edit View Project ST-link Tools Window Help
DO R = AKDO OC -1« C
|Workq:uce - 0 X

WS52119_Module

2118 Module

9 Module
=N IWS5211x DK -W52119_Module
B Drivers
B SZLP_Middleware
M Source
B ST_Sigfox
M Output
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3.2.4 Sigfox/BLE functions

Sigfox functions.

Initialize flow (SIGFOX information from Flash/EEPROM)

Zone 1

Zone 2

Zone 3

Zone 4

Zone 5

Zone 6

!

v

!

v

v

'

Init Sigfox ID, pac, key, rcz

Init Sigfox ID, pac, key, rcz

Init Sigfox 1D, pac, key, rcz

Init Sigfox 1D, pac, key, rcz

Init Sigfox 1D, pac, key, rcz

Init Sigfox ID, pac, key, rcz

!

v

v

v

!

!

Sigfox open Sigfox open Sigfox open Sigfox open Sigfox open Sigfox open
Set Sigfox standard config [ | Set Sigfox standard config | | Set Sigfox standard config | | Set Sigfox standard config
Initialize flow (HARDCODE)
Zone 1 Zone 2 Zone 3 Zone 4 Zone 5 Zone &

v

v

v

v

v

y

Init Sigfox ID, pac, key, rcz

Init Sigfox ID, pac, key, rcz

Init Sigfox 1D, pac, key, rcz

Init Sigfox 1D, pac, key, rcz

Init Sigfox 1D, pac, key, rcz

Init Sigfox ID, pac, key, rcz

!

v

¥

¥

!

!

hardcode(ID, pac, key, rcz)

hardcode(ID, pac, key, rcz)

hardcode(ID, pac, key, rcz)

hardcode(ID, pac, key, rcz)

hardcode(ID, pac, key, rcz)

hardcode(ID, pac, key, rcz)

!

v

¥

¥

!

!

Sigfox open

Sigfox open

Sigfox open

Sigfox open

Sigfox open

Sigfox open

v

v

v

!

Set Sigfox standard config

Set Sigfox standard config

Set Sigfox standard config

Set Sigfox standard config

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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Transmit the data to connected device via Sigfox. (12 bytes limit) (main.c) Must

initialize Sigfox
»  SIGFOX_API_send_frame(sfx_u8 *customer_data,
sfx_u8 customer_data_length,
sfx_u8 *customer_response,
sfx_u8 tx_repeat,
sfx_bool initiate_downlink_flag);
Set Sigfox private key (main.c) (Must register ID, key from Sigfox)

>  static uint8_t key[16]=\

{ 0x00,0x11,0x22,0x33,0x44,0x55,0x66,0x77,0x88,0x99,0xAA, 0xBB, 0xCC,0xDD, OXEE, OXFF};
»  enc_utils_set_key(key);
Set Sigfox reduction power (main.c)
» ST _RF_API_reduce_output power(intl6_t reduction);
Set Sigfox private id (main.c)
»  static uint32_t id=0xfedcba98;
>  enc_utils_set_id(id);
Switch the private (0)/public (1) key. (main.c)

» use_public_key =0;
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NOTE: In WS211x SDK 6.0.6 or earlier, the following operations are needed for

Sigfox compliant transmissions.

1.

In ST_Sigfox_Init.c, adjust the reduction parameter passed to the

ST_RF_API _reduce_output_power() function to limit the Sigfox Tx power
within the spec at the selected RC.

main.c

main.c

ST Sigfox_Initc = ST_Init.c S2LP AUX_Utils.c  S2LP_IDBOOxVZ_AUTO.h
if module work with PA, the redoce output power must be setting value >
if (52L.PManagementGetRangeExtender () != RANGE EXT NONE && (reduction <=
{

reduction = 27
}
if(reduction>0 s& reduction <=l&

I 5T_RF AFT_reduce_output_power (reduction) ;I

In ST_Sigfox_Init() at ST_Sigfox_Init.c

ST Sigfox_Init{NVM_BoardDataType *, uintd_1)

{

}

if ({ret_err)
ret_err = 5T_SFX_ERR OFFSET;

=]

/% An error occured reading freg, RSSI or

fraduction = enc_utils_get_ReducePower(): ||
— —

ST _Sigfox_Init.c 3 ST_Init.c S2LP_AUX_Utils.c  5ZLP_IDBOM:YZ_AUTO.h

ar LBT

ret_err = (5I_SFX ERR)ST_RF_API_set_rssi_offset(sfxConfig-»rssiOffset); /¢

a

0 ||l reduction > 1d))

The reduction variable was read via enc_utils_get_ReducePower() in ST_Sigfox_Init() at ST_Sigfox_Init.c

Suggested reduction values for RC1/RC3 are listed as follows:

TX RC1 RC2 RC3 RC4
(Uplink) 868.13MHz | 902.2MHz | 923.2MHz | 920.8MHz
Reduction 4 40 2 42

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021

-27-



[J
atf . .
ORI boc No: Ws211x BLE/Sigfox FW development guide

2. Inmain.c & ST_Sigfox_Init.c, set the offset parameters passed to the
ST_RF_API _set_Ibt_thr_offset() function to 0.

main.c 5T _Sigfox Init.c » chatc rf_apic bluenrgl_api.h bl
St_Sigfox Open_RCZ[uint8 1]
case 3:

{

LR | . =

—
ST_RF AFI set_lbt_thr offset(0);

/% Turn FA off in RC1/3/5/6/7 *

5T_RF RAPI set_pal(l);

ret=5IGF0K API open(s({sfx rc t)RC3C);
In St_Sigfox_Open_RCZ() at ST_Sigfox_lInit.c

main.c X 5T_Sigfox_Init.c chat.c rf_api.c bluenrgl_api.h ble_sta

case (Ox0O4: //RC3c

{

printf("Detected RC3!!1ave\n")
I3 Tl ge 7 - — 1

i

_RE_AFL _OULPUT_pOWer () ;
In callback_for_found() at main.c

3. Inrf_api.c, change the local variable fifo_buff [] in the
priv_ST_MANUF_SpiRaw_Ramp() function to a static one to avoid system
RAM glitch.

main.c  ST_Sigfox_Init.c rfapic x ST_Init.c S2LP IDBOOxVZ_AUTO.h  S2LP_AUX_LHils.c
priv_ST_MANUF_SpiRaw_Ramp(uint8_t, uintd_t*, uintB_t *, uint8_1]
static voidjpriv_ 35T MANUF SpiEaw Rampfuint® t n_bytes,uintf_t* buff in, uintf t* buff out, uintf_t blocking)
{
if {st_manuf_ context->power_reduction!=0 s& buff in!=zeroces)
{
uint32 ¢ i;
static uintd t f£ifo buff[S2]

f£ifo buff[l]=buff in[l];

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021

- 28-



o1
JOR v D

T E C H N O L O G I E S

® BLE functions.

Initialize flow

(Information from Flash/EEPROM)

Init BlueNRG_Stack

h 4

Init module BLE
MAC, neme
T=Power, status data

h J

CHAT_Device Init
GATT =ervice
GAF service

ws2119 ——
UUID: E7920465-3258-43BE-BADC-198DESBBEBAG = —

Connected . / o
Transmit form JORJIN module to device.

ADVERTISEMENT DATA Show //

UUID: D973F2E0-

B19E-11E2-9E96-0800200C9A66

OXDO73F2E1-B19E-11E2-0E96-0800200C0A66

.0 @ Log
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BLE MAC (chat.c)

»  static uint8_t bdmacaddr [6]={0x00, 0x19, 0x94, OxFF, OxFF, OxFF};
BLE name (8 bytes limit) (chat.c)

»  static uint8_t newname [8]={'J", 'O’, 'R", /", 'I', 'N', 0x00,0x00};

BLE local_ name (chat.c)

>  uint8_t local_namel[] =

{AD_TYPE_COMPLETE_LOCAL_NAME,J','o’,'r’ " "i",'n","_,'W",'S",'2",'1",'1", 'x'};
(Example in 3.2.6.2)
BLE Tx power (chat.c)
> aci_hal_set_tx_power level(1, 4);
(Example in 3.2.6.3)
Transmit and receive uint8 data to connected device via BLE by UART. (chat.c)

»  Process_InputData(uint8_t* data_buffer, uintl6_t Nb_bytes) (Example in 3.2.6.1)

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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3.2.5 Build code and file location
1.

© W5211x_SDK - IAR Embedded Workbench IDE - ARM 8.10.1

Doc No: WS211x BLE/Sigfox FW development guide

Change output file name. “Option—-> Output Converter->Output file”

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021

Options for node "W5211x_SDK" x
File Edit View Project Simulator Tools Window Help
DE@ & 88 ocC - < Q
‘Waorkspace w B X | BLE_Chat_main. Category Factory Settings
WwS2118_MODULE_OTA ~ General Options
. $definz| |Static Analysis
- - if DEB| |Runtime Checkin
Files by ‘ o+ .
R C/C++ Compler Qutput
BlueMRG-1_Drivers Options...
& W HAL = (2] Generate additional cutput
Jorjin_librany etz
L@ @ 0TA Compile Build Actions Output format:
|-@ W Platiorm_Layers Rebuild All vi | Linker Intel Extended hex
Startup Debugger
e i User Clean Simulator Output file
= CADL
EEBLE Chat C-STAT Static Analysis » i SIS DA Override defaukt
LE_Chat_rnain.c P
lusMRGT_ite Stop Build DB Server IWSZHS_SDKhEx |
- e e
L T-et/TTAGet
t_lowlevel_bluen Add » b I-Link/1-Trace
= Output 1 Stellaris
Remove PE micro
Rename. STHNK
) i : Third-Party Driver
Version Control System » TIMSP-FET
TIXDS
Open Containing Folder D
File Properties
Set as Active
Add CMSISPack Template File Cancel
T v
© ELE_SigFox_SensorDemo - IAR Embedded Workbench IDE - ARM 8 10,1
File Edit View Projet ST-link Tools Window Help
‘N E@ = B0 OC e Q> 5= >0 B®=0 0 idd
‘Waorkspace w O X | BLE SigFox_SensorDemo_main.c x chat.c encryption_utils.c*
Release_ETSI ~
Fil P #include <stdic.h>
les i #include <string.h>
2l JBLE_SigFox_Sensqe e || B T
L Options... | conf.h"
B Liborary {t.h"
= lattarm_Layers Maks |_stack.n"
SDE_EVAL_Blug Sompile Config.h"
Lo i SDK_EvaL 52 Rebuild All FPI-h“
— [2 BlueMPG_ —
S2LP_EVAL an
fig.h"
SZLP_EVAL { C.GTAT Static Analysis N
S2LP_EVAL ¢
BsaP EvAaL L StopRuild -
_ api.
- S acd e
[ systern_bluenrgi el e
o= U_Ser Remove L. SPI.h"
‘}—E"_: Eﬁhﬁ‘ N {L_EEPROM.h"
) chatc : - L Gpioc.n”
‘ gait_db.c Wersion Control System » L Utils.h”
aes.c
BLE_SigFox_Se Open Containing Folder...
BluehRGT_tc File Properties... -n”
encryption_utils.c
gatt_db.c Set as Active *
&
sensor.c Add CMSISPack Template File /
st_lowlewvel_blue -
B Output |_ #define DEBUG O
#endif
#if DEBUG
#include <stdic.h>
#define PRINTF(...) printf{_ VA RARGS )
#else
gdefine PRINTF(...)
#endif
#define BLE_SENSOR_WERSION_STRING "1.0.0"
/* Private macro £
/* Private variables /)
1z e - are Aaearini.
I BLE_SigFox_SensorDema <
Build
Messages
Linking
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3.

File location

ECEE

€ > v

Ll EREs
L ===
N

@ OneDrive

O *i

DL

¥ T

wE
b=z

W =E
S=E
-

e TEEEQ)
- TEEE D)

o=

l Project » BLE Examples » BLE_Chat » EVWARM I

~
N~ EE
Server
Server_Use_OTA_ServiceManager

settings

WS2118_EVK_OTA
WS2118_MODULE_OTA
WS2119_EVK_OTA

Ws2119_MODULE_OTA

D BuildLog.log

[ ws211x AT CMD.dep
[[] ws211x AT CMD.ewd
(] Ws211% AT_CMD.ewp
7] Ws211x AT_CMD.ewt
© Ws211x AT_CMD eww

=

B
2018/5/7 17-20
2018/5/8 16-15
2018/5/8 16:15
018/5/17 10:54
2018/5/17 11:14
2018/5/16 16:36
018/5/7 16:25
2017/10/20 14:35
2018/4/19 14:28
2018/5/25 10:0
018/5/7 11:53
2018/5/21 18:12
2018/5/4 11:43
018/5/7 10-31

=

v 4 I <« Project » BLE_Examples » BLE_Chat » EWARM » WS2118_EVK OTA »

L mREs
Ll mss
MR-

@ OneDrive

o E
b ERE:T

n 2@

[ ws2118_AT_CMD_4.2.0.bin
[ Ws2118_AT_CMD_4.2.0 hex

T ] W52118_EVK_OTA.out
[ ws2118_EVK_OTAsim

=k

2018/5/23 13:22
2018/5/23 13:22
2018/5/23 13:22
2018/5/23 13:22

13 KB
1KB
411 KB
352 KB
268 KB
421 KB
2KB

81KB
227 KB
639 KB
81KB

Doc No: WS211x BLE/Sigfox FW development guide

EWARM o0

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021

-32-



"0
] i [
= B K Doc No: WS211x BLE/Sigfox FW development guide

3.2.6 Function Testing

1. Written value via BLE to module.

Application — module.

1 COMS - Tera Term VT
Eile Edit Setup Control Window Help
WS211x Jorjin WS211x application ** May 25 2018 12:01:29 **
BLE Stack Initialized
OxD973F2E2-B19E-11E2... N . T
set_public_key
UUID: D973F2E2-B19E-11E2-9E96-0800200CIA66 Initialization done

Connected test

WRITTEN VALUES

Write...w value
®
DESCRIPTORS
PROPERTIES
Write Without Response

Write

Module — application.

Push button or enable timer (Implement in while loop)

T COM17 - Tera Term VT

JORJIN
Eile Edit Setup Control Window Help
v OxD973F2E1-B19E-11E2. .
BLE Stack Initialized UUID: D973F2E1-B19E-11E2-9E96-0800200C9A66
RC4 OPE"_ Connected
Set public key
Initialization done
Timer Sigfox send 1 NOTIFIED VALUES

BLE send 1 Stop listening

@ Cloud Connect

010000004A4F

DESCRIPTORS

PROPERTIES

Notify

l...o N Log

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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2. BLE name and local name

eeeco REFE 4G

£ Back

|JORJIN —— Name

UUID: 659B6A93-1809-44C0-BB69-750F86F1EBED

Connected

Peripheral

Doc No: WS211x BLE/Sigfox FW development guide

13:19 7 @} 92%

Clone

ADVERTISEMENT DATA Hide

Yes
Device Is Connectable

Jorjin_Ws2118

Local Name

Local name

8

Tx Power Level

UUID: FFEEDDCC-
BBAA-9988-7766-554433221100

OxFFEEDDCC-BBAA-9988-7766-5564433221100

Properties: Notify

OxFFEEDDCC-BBAA-9988-7766-564433221100

Properties: Write

@ Log

NOTE: The local name could only be changed by modifying the local_name variable

in Make_Connection() at chat.c in the SDK. But, in the new AT command FW, it

can also be changed through the AT+NAME command.

3. BLE Tx power parameter (bluewnrgl_api.h)

* @param En High Power Enable High Power mode
* Values:

- 0x00: Standard Power

0x01: High Power

Values:
0x00: -18 dBm (Standard Power), -14 dBm (High Power)
0x01: -15 dBm (Standard Power), -11 dBm (High Power)
0x02: -12 dBm (Standard Power), -8 dBm (High Power)
0x03: -9 dBm (Standard Power), -5 dBm (High Power)}
0x0£: -6 dBm (Standard Power), -2 dBm (High Fower}
0x05: -2 dBm (Standard Power), 2 dBm (High Fower)
0x0&: 0 dBm (Standard Power), £ dBm (High Fower)
0x07: § dBm (Standard Power), & dBm (High Power)}

* fretval Value indicating success or error code.
e
tBleStatus aci_hal_ set_tx_power_level{uint3_t En_High_Power,
uintd_t PA_Level);

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021

@parsm PA Ievel Pover amplifier output level. Output power is indicative and it dspends on the PCB layout and associated components

-34-



aaaaaaaaaaaa

Doc No: WS211x BLE/Sigfox FW development guide

4 FWOTA

4.1 ST-LINK

WS211x setup, connect power and ST-link then open BlueNRG-1 ST-LINK Utility.

NI -

N S
% ;

B 2016 47

o oT-LTNK
Uptility
' -

BlueMRG-1
ST-Link Utility

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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1. Connect to the target

2. Program verify (OTA_ServiceManager_1.0.0)

ElueNRG-1 ST-LIN

Eile Edit View Target ST-LINK Help

ad[U]s o8]0

Memory di Device BlueMRG-1
PT— Version ID ver 1
Address:  0x10040000 + Size: 0x13BFC Data Width: 32bits =
Revision 1D Rev 1
Flash size 160KBytes
Device Memary @ 0x10040000 : | File : W52118_MODULE_OTA.hex | [ClLivelipdate
Target memory, Address range: [0x 10040000 0x100538FC]

Address [) 4 8 e AsCI o
0x10040000 20006000 10050117 |1004EDF1 |1004EEQ7 |7, ....27... 2. =
0x10040010 AABBCCDD |424C5545  |00ODC000  00QCOOOC  ?P?PEULB........
0x10040020 00000000 | 0OOOOOCC | 0COOCOOO 1OC4EEID ............. 2.

Ox10040030 00000000 | 0O0000CC | 1004EE33 1004EE49 ... .. 3212

Ox10040040 1004EEG3 1004EE79  QOOO0OOO | QOOOOOOOD  |c?.yw?..........
Ox10040050 1004EEBF 1004EEAS  1004EEBB  |1004EEDS | 77..77..22..727..
Ox10040060 00000000 | 00000000  |DOOOODOO  QOOOOOOD ... ...........
Ox10040070 00000000 | 1004EEEE  |1004EF0L 1004EF17 Y & S R

< m | 3
ey e e =T

13:56:22 : ST-LINK SN : 56FF76065185525307260187

13:56:22 : ST-LINK Firmware version : V212857

13:56:22 : Connected via SWD.

13:56:22 : SWD Freguency = 240 KHz.

13:56:22 : Connection mode : Connect with Pre-Reset,

13:56:22 : Debug in Low Power mode enabled. H

13:56:22 : Device : BlueNRG-1
13:56:22 : Device family :BlueNRG-1
13:56:22 : Device flash Size : 160KBytes

pebug in Low Power mode enabled. pewce : BlueNRG-1 Care Skate ; Live Update Disabled

3. Browse and select file
4. Setting filter "*.hex" files
5. Select “OTA_ServiceManager_1.0.0.hex”

6. Open file.
B, BlueNRG-1 ST-LINK Utility | Download [ WS2118_ - OTAhex Rl e |

|| File Edit View Target §
— ; Start address : 3 =
I
% E % \E /\9 L File path . DASRCMAR_WorkspacehBlueMRG-1_Y1 DK'I.U.EI_Slgfoi |
Memoary di pla o oo
wsis Ml sasE.  maEnR -0 e
Ly | IAR Workspace =% B s 8 z
3
0x10050 I Sigfox
TS 5 || OTA ServiceManager.hex 2018/5/4 FF10.. HEXEE
) | WS2118 EVK_OTAhex 2018/5/7 EF 11.. HEXE=
| BRI = sRE [ W52118_MODULE_OTA hex 2018/5/7 510 HEXiE=
0x10050 B %= ) Ws2119_EVK_OTA hex 2018/5/7 5 11.. HEXHE=
|| | oxz00s0 < =8
0x10050 B a5
0x10050 =8k
0x10050
— - = '
[ &, wEEEC) D
13:56:22 ¢ = FEEED) i
13:56:22 ¢
13:56:22 ¢ o= BLUENRG-1(G] 4
13:56:22 1 PRI < || < | I0F | L
13:56:22
13:56:22 ¢ EEEEM): OTA ServicelManager
13:56:22
13:57:20
13:57:20
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7. Check file ~ start address and start programming

Download [ OTA_ServiceManager hes
IStart address ; | 0x10040000 I

. D:ASRCMAR_workspace\BlueNRG-1_v1 DK 1.0.0_Sigfo

File path
Werification

(@ erify while programming (71 Verify after programming

Click "Start' to program target.

Feset after programming

8. Check success message

9. Program verify (WS211x firmware)

In OTA_ServiceManager FW also can use cell phone to program FW.

%, BlueNRG-1 ST-LINK Ut oo a3 |
File Edit View Target ST-LINK Help
: T @l
ad ¥ 28Z
Memory display 9 Device BlueMRG-1
Version ID Ver 1
Address: 0x10040000 - Size: 0x10178 Data Width: 32bits .
RevisionID  Rev 1
Flash size 160KEytes
Device Memary @ 0x 10040000 |Fi|e :OTA_SewioeManager.hex| [ LiveUpdate
Target memory, Address range: [0x10040000 0x10050176]

Address o] ‘ 4 ‘ 8 | c ASCH al
0x10040000 20006000 | 10050117  1004EDFL | 1004EEQT AU S U
0x10040010 AABBCCDD  424C5545 00000000 00000000 PWREULB........
0x10040020 00000000  COOQCOOC  QOOOCCOC |10Q4EEID ............. 2.
0x10040030 00000000 00000000  1004EE33 1004EE49 |..... 32..17
0x10040040 1004EEG3 1004EE7S | 0000QQ0O0  |QOOOOOOC | c?..y?........ .
0x10040050 1004EEBF 1004EEAS | 1004EEBB  |1004EEDS | 27..72..77..72
0x10040060 00000000 00000000 00000000 00000000
0x10040070 00000000  1CO4EEEB 1004EFOL 1004EFL7 RO & SO SO
ar o e T T T »
Tov 00 22 DEVICE 1anmy Due a1
13:56:22 : Device flash Size : 160KBytes i
13:57:20 ; [W52118 MODULE_OTA.hex] opened successfully,

13:57:20 : [W52118_MODULE_QOTA.hex] checksum : Ox006FAD40
13:59:40 : [OTA_ServiceManager.hex] opened successfully.
13:59:40 : [OTA_ServiceManager.hex] checksum : 0x00585489
14:08:57 : [OTA_ServiceManager.hex] opened successfully. i
WER=R i ; 5489
lemory programmed in 11s and 498ms. 8 H

pebug in Low Power mode enabled. pevioe : BlueMNRG-1 ICora State : Live Update Disabled

10. Browse and select file
11. Setting filter "*.hex" files

12. Select “(WS211x firmware).hex” (Must be *.hex file)
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13. Open file.

58 BlueNRG-1 ST-LINK Utility [~

File Edit View Target

Start address - | 010040000 10

File path  : D:ASRACWAR_Workspace'BlueMRG-1_%1 DK 1.0.0_Sigfo || Browse

2

|| OTA ServiceManager.hex 2018/5/4 £ 10..

M= || WS2118 EVK_OTAhex 2018/5/7 b 11.. HEXEE
G BRI E | Ws2118 MODULE_OTA hex 2018/5/7 b5 10.. HEXEE
. IAR_Workspace | | WS2119 EVK OTA hex 2018/5/7 LF 11.. HEXER
1. Sigfox 2 E WS2119 MODULE_OTA hex I 2018/5/7 b 11.. HEXEE

- BEE

ElGs

o =2

3 B =5

157 = BR

13:59:40 ~ | . 11 D
13:59:40|
;‘:ggig EEEEN): WS2119_ MODULE_OTA hex - IInteI Hex Files (*.hex) -I
14:14:155 a -

14:14:55 1[3 REESE0) I [ Bis I
pebug in Low Power maode enabled. pevioe : BlueNRG-1 | Core State : Live Update Disabled

14. Check file ~ start address and start programming

Download [ WS2119_MO
I Start address ; | 0<10050800 I

File path - DASRCMAR_WorkspacehBlueMRG-1_%1 DK 1.0.0_Sigfo IBIDWSE;

Yerification
@ Yenfy while programming () Werity after programming

Click "Start'" to program target.

Feset after progranming

14 I[ Start ] Canecel
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15. Check success message

BlueNRG-1 ST-LINK

File Edit View Target ST-LINK Help
[ I =
Hd 200 B
Memory display Device BlueMNRG-1
PEeE— Version 1D Ver 1
Address:  0x10050800 « Size: 0x13E00 Data Width: 32bits  ~ .
RevisionID  Rev 1
Flash size 160KBytes
Device Memory @ 0x10050800 ¢ |File : W52118_MODULE_OTA.hex | [ LiveUpdate
Target memory, Address range: [0x10050800 0x10064600]

Address o ‘ 4 8 | C ASCI W
(10050800 20006000 10064411  10063BBD | 10063BEF L.D. E
(10050810 AASS55AA 424C5545 00000000  QOOOOOO0 |PUUZEULBE........

(10050820 00000000 00000000 00000000 10063BCT  |............ 7.
(10050830 00000000 00000000 10051EEE  10063BCZ | ... S
010050840 10063BCB | 10052C2F 00000000  |0DDD0000 |2/,
(10050850 10063BED 10053687  10063BFS 10053BEF P L T N S
010050860 00000000 | 00000000 00000000 | QOOOOOOO | ..............
(10050870 00000000  100548C3  1005564F 10055653 . HOOVLO SV
ar o I o o - 3
TR0 21 VS C LIS L VR e A] L ECRSOT - DADOT 100 7e N
14:25:37 : Internal command error
14 Error occured during program operation!
14 Programming error @& 0x1005FE0Q!
14 : [W52119_MODULE_OTA.hex] opened successfully.
. 5 R

: [W52119_MODULE_OTA.hex] opened successfully.
[W52119_MODULE_OTA.hex] checksum : 0x0070453F
Memory programmed in 14s and 882ms.

14:30:38 : Verification...OK

pebug in Low Power mode enabled. pevioe : BlueNRG-1 ICora State : Live Update Disabled
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4.2 CELL PHONE
1. Press SW1 to enter OTA mode. Please ensure SW1 is setting
“OTA_Jump_To_Service_Manager_Application”.

18101 — O

< Q>%52< B >0 BO=0 » Cidndh

BLE_Chat_main.c » chat.c st_lowlevel _bluenrgl.c BlueMRG-1_52LP_pinmap.h
main(

#1f 1
#1f 5T_USE_OTA_SERVICE MANAGER_APPLICATICN
/% Initialize the button */
SdkEvalPushButtonInit (BUTTON_2);
$endif /* ST USE OTA SERVICE MANAGER APPLICATION *+/
#endif

] while(l) |

BLE_Activity();

if (Timer Expired{st))

E #ifdef TIMER
] {

timer counter++;
if {timer_counter >= 10}
=] {
Cust_counter++;
/% €Call the send frame function */
SendSigfoxFrame ( {uint8_t*) scust_counter, 2, customer_resp,0,0);

printf ("Sigfox sendframe=%d\r\n", cust_counter);
timer_ counter = 07

- }

Timer Reset(st);

o 1

- #endif

{1}

-| $if ST_OTA_FIRMWARE_UPGRADE_SUPPORT
/* Check if the OTA firmware upgrade session has been completed */
if (OTA Tick() = 1)
{
/% Jump to the new application */
OTA_Jump To New Rpplication();

{1}
il

N 1
#endif /% 5T OTA FIRMWARE UPGRADE SUPPORT +/

f #if 1

[ #if 5T_USE_OTA SERVICE MANAGER APPLICATICN

if (5dkEvalPushButtonGetState (BUTTON_2) == RESET)
d {

OTA_Jump To Service Manager Rpplication();

}
$endif /* ST USE OTA SERVICE MANAGER APPLICATION +/
#endif
= 1]

Ln 356, Col 1 System CAP NUM oviR BEE=
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M COMS - Tera Term VT = O X
Eile Edit Setup Control Window Help
Jorjin WS211x application ** May 25 2818 12:81:29 **

BLE Stack Initialized
set_public_key

Initialization done

BlueNRG-1 BLE OTA Service Manager (version: 1.8.0)

MAC address:0@1994FFFFFF

JTA service added successfully.

2. Open cell-phone APP “ST BlueDFU”

O @ £ 80% W13:27

. K -
%

TR

N

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
-41-



LJ
~—/ ' [
SERATSREY  Doc No: WS211x BLE/Sigfox FW development guide

3. Press “Menu” and select “Filesystem Browse”

TE
File selection E Menu =
WeSU Demo Local DB Binaries
Firmware ver: 1.1.0
. Target device: STEVAL-WESLT &5 Filesvstem Browse
Full firmware version for STEVAL-.. Y aL-.
A 174177}
a430f01e © Check for DB Updates...
Sensor Read Demo W Clear Local DB...
Firmware ver: 1.1.0
Target device: STEVAL-WESUT
Accelerometer sensor read demo .. @ About 7o ...
Address: D00 54543)

4. Select “(WS211x firmware).bin” (Note: Must be *.bin file.)

File selection

"
Parent

B WS2118_MODULE_OTA.bin
i BLE_Chat_Demo.bin

WS2118_EVK_OTA.bin

WS2119_EVK_OTA.bin

WS2119_MODULE_OTA.bin

Globalsat_OTA_NVM.bin

Globalsat_OTA_EVK.bin

Globalsat_OTA_NVM_1.bin

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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5. Connect WS211x device and press “Play” icon

ll 75% W13:37

¢  BLE Device List

WS211x0TA-Mgr @...
* Address: C1:4A:97:4D:73 82 i w7
Power: -2 dBm RSS1:-56 dBm

6. Check file name and press “Download” icon

< DFU OTA Details

File namel W52119_EVK_OTANer: unknown

Address: default (Size: 82101)

WS211xOTA-Mgr @4D73B2 X

Memary [0:10050800 - 0x10066FFF]
OTA Protocel ver: 1.0

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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7. Wait finish.
W 72% m14:55 W 7% m1457
< DFU OTA Details < DFU OTA Details
File name; WS2119_EVK_OTA ver: unknown File name; WS2119_EVK_OTA ver: unknown
Address: default (Size: 82101) Address: default (Size: 82101)
WS211x0TA-Mgr @4D73B2 X WS211x0TA-Mgr @4D73B2 X
Memary [0:10050800 - 0x10066FFF] Memary [0:10050800 - 0x10066FFF]
OTA Protocol ver: 1.0 OTA Protocol ver: 1.0

State : PROGRAMMING 0
Percent:3 %
Elapsed : 00:00:04 / (Remain: 00:02:14)

Retrigs : 0

Percent : 100 %
Elapsed : 00:02:06 / (Remain: 00:00:00)

Done

T COMS - Tera Term WT - O *
File Edit Setup Control Window Help

BlueNRG-1 BLE OTA Service Manager (version: 1.8.0)
MAC address:@@19394FFFFFF

OTA service added successfully.

Free Image base = 8x108588 size )% ) numPages = 32

** Over The Air BLE FW upgrade completed wi FREERERE R R AR R

** Application is JUMPING to new base addr : I
Jorjin WS211x application ** May 25 2018 15:

BLE Stack Initialized

set_public_key

Initialization done

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021

- 44-



Doc No: WS211x BLE/Sigfox FW development guide

4.3 RETURN OTA SERVICE MANAGER
If use EVB and define “TIMER” to press SW1 to return OTA service manager.

Sample code as following.

main.c »x S2LP_IDBOOVZ_AUTOLh | nvm_api.c ST Init.c  chat.c | chath ST Sigfox_Init.c rf_api.c mecu_api_bluenrgl.c  jorjin_sigfo
Appli_Exti_CB[uint16_{)

#ifdef TIMER
if(Timer Expired(st))

{

timer_counter++:

if (timer_counter >= 30)
H {

LedBlink (LED2, 5);

/4% If the interrupt is raised, prepare the buffer to send with & £-bytes counter */
cust_counter++;

for(uintd_t i=0;i<4;i++)
customer_data[i]=(uintd_t) (cust_counter>>((3-1)*8));

/% Call the send frame function */
SIGFOX_API_send frame (customer_data,4,customer_resp,2,0);

LedBlink (LED2, €);
timer counter = 07
B }

Timer Reset(st);

- }

if(but_pressed)
= I
—| #if 5T_USE_OTA SERVICE MANAGER APPLICATION
printf("Enter OTAN\E\n");
Clock Wait({l00);
OTA Jump_To_Service_Manager Application():
H #endif /% ST USE OTA SERVICE MANAGER APPLICATION */
r t
#else

SW?2 (RESTSET)

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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5 HOw TO EVALUATE WITH SIGFOX FUNCIOTN

5.1 Use PUBLIC KEY (Use SDR DONGLE)
1. Hold SW1

2. Pressed and released SW2
3. Released SW1
4. Check the log as below

B COM28:115200baud - Tera Term VT

Ede Edit Setup Control Window KanjiCode Help

U
o2 iheees

CR2 [H] 7 R42

2N e

RESETN '

s

SW2 (RESTSET)

5. Defined TIMER to send frame to sigfox cloud. If loop to control send interval.
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#ifdef TIMER
if (Timer Expired({st))
{
timer counter++;
| if{timer counter »= 30) |
{
LedBlink (LED2, 5);

S .

fE TE Fhe inke e
/% If the interrupt is rais

Cust_countert++;

for{uintd_t i=0;i<4;it++)
customer_data[i]=(uintd_t) (cust_counter>>((3-1i)*3));
function */

/% Call the send frame

SIGFOX_API_send frame (customer_data, 4, customer_resp,2,0);

LedBlink({LED2, €);
timer counter = 07
}

Timer Reset(st);

if (but_pressed)
{
#if 51 USE_OTL SERVICE MRNRGER LPPLICATION
printf("Enter OTANE\R"):
Clock Wait (100);
OTA_Jump To Service_Manager Application();

E OTA SERVICE MANAGER AFFLICATION */

Y COMAI1T - Tera Term VT
File Edit Setup Control Window Help
PA = 1
BLE Stack Initialized
RCA open
Initialization done

[V I - TT R Ry

(53]

b3
Y]

X

k4

b4

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021

-47-



Doc No: WS211x BLE/Sigfox FW development guide

e T S
"S‘EM x o S

C @ localhost:8085/staticv234/index.html * @
' sigfox CONFIGURATION MESSAGES ABouT Authentication enabled [ @) E’
Device ID Time s:j:i’l‘:e Data / Decoding Lal Callbacks

FEDCBAGS 201812512 16:26 42 162 1300 all

FEDCBA9S 2018512H12H 16:25:42 161 1200 .|||| o

FEDCBAS3 2018F12H12H 16:24.42 160 1100 _.||| o

FEDCBA93 2018#12F12H 16:23.42 159 1000 _.||| 1]

FEDCBA98 2018412 512H 16:22:42 158 0f00 .|||| [}

FEDCBA93 2018&12H12H 16:21:42 157 0e00 _|||| o

FEDCBA93 2018#12F12H 16:20:42 156 0d00 _.||| 1]

FEDCBA98 201812 512H 16:19:42 155 0c00 _.||| o

FEDCBA93 2018&12F12H 16:18.42 154 0b00 .|||| o

FEDCBA93 2018812512 16:17:42 153 0a00 _.||| o

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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5.2 Use PRIVATE KEY

Both EEPROM/flash have stored SIGFOX information (id, pac and key etc.), depend

on module or EVB you use to define symbol to read SIGFOX information (id, pac and

key etc.) which Jorjin provide to simulate sigfox function.

Category:

Options for node "WS211:x_DK"

General Options
Static Analysis
Buntime Cherki

C/C++ Compiler

ssembler
Output Converter
Custom Build
Build Actions
Linker
Debugger
Simulator
CADI
CMSIS DAP
GDB Server
I-jet/ITAGjet
JLink/J-Trace
TI Stellaris
Mu-Link
PE micrao
ST-LINK
Third-Party Driver
TI MSPFET
TI XDS

Factary Settings
[C] Multifile Compilation

Dizcard Unuzed Publicz

MISRA-C:1998 Encodings Extra Options
Language 1 Language 2 Code Optimizations Output
List | Preprocessor |  Diagnostics MISRA-C:2004

[(lgnore standard include directories

Additional include directories: (one per ling)

SPROJ_DIRSY. N Ninc ~
SPROJ_DIRSY N A A A ADrivers\MCUNBLE _Application’/ayers_inc
SPROJ_DIRS A A A ADrivers\WICIUMNBLE _ApplicationOTANIn:
SPROJ_DIRS WA A A\ Drivers\ MCU\Bluetooth_LEYinc
SPROJ_DIRS N AN A\Drivers\ MCUNHAL BLUEMNRGAIn W

Preinclude file:

Defined symbols: (ane per ling)

~ [(]Preprocessor output to file
Preserve comments
ST_USE_OTA_SERVICE_MANA Generate #line directives
W52118 w -
Cancel
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T Tera Term - [disconnected] VT — O
File Edit Setup Control Window Help
=1
BLE Stack Initialized
RC4 open
Initialization done

[, B O NV Y

(s3]

L
[*H

f=
=
o
=

[¥al
H
= 0 00 =

A
")
=
s

W
e e
m 0g

WWwmwbmwWmon
e He e e H e
m oo 09 09 0

m o

[¥a]
CICICICICICICICICICICICICICICICIOS
[
[

T I B T R R B B B R v R v
[y
(%]

A
e
]

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021

-50-



o1
JOR v D

Doc No: WS211x BLE/Sigfox FW development guide

'sigfox DEVICE  DEVICETYPE USER

INFORMATION Device B965EF - Messages

LOCATION

2018-12-14 13:2%:52
MESSAGES

EVENTS

2018-12-1413:29:13

STATISTICS

EVENT CONFIGURATION

2018-12-14 13:28:32

2018-12-14 13:27:52

2018-12-14 1327112

2018-12-14 13:26:33

2018-12-14 13:25:52

2018-12-14 13:25:13

2018-12-14 13:24:33

2018-12-14 13:23:53

2018-12-14 1323112

0b0o0

0a00

0500

0800

0700

0600

0500

0200

0300

0200

0100

GROUP

-

ull

ull

ull

ull

ull

ull

ull

ull

ull

alll

ull

© © 0 © © OO0 O© © © O

© O O 0 00 0 0 0 0 0

aAe @

If show information below, please click “ Disengage sequence number” on Sigfox

backend. Then the sequence number will match.

FW version: W52119 AT CMD M ©.5.8

Sigtox sequence number retur

FW version: WS2119_AT_CMD_M_
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'sigfox DEVICE DEVICETYPE USER GROUP A & A e ®
(NIRRT Device B965F2 - |nf°rmati°n Suspend I Disengage sequence number I Edit Transfer
LOCATION
MESSAGES MName: Jorjin_DevKit_2-device
EVENTS Protocol: V1

Activable state: ¥ ¢

STATISTICS

Sequence number: 11 (2018-07-23 17:00:51)
EVENT CONFIGURATION Trash sequence number; /& (M/2)

Last seen: 2018-07-23 17:00:31

PAC: £2DADED11AFE0406

Product certificate: P_DOEA_4064_01
Latitude: 0.000 (degrees)

Longitude: 0.000 (degrees)

Device type: Jorjin_DevKit_2
Average SNR @ : 19.16 dB

Average RSS| @:-94.26 dBm

State: OK

Communication status:

Contract: jorjin_t_3e21_5d69

Activation date: 2018-07-20 10:51:12

Token validity: 2013-07-20

Subscription automatic renewal status: Mot allowed
Subscription autornatic renewal: ¥ &

Copyright © Sigfox - 7.6.2-6c72F12-20180730,100859 - 276 - Terms and conditions / Cookie policy.
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5.3 READ SIGFOXID AnD PAC
This section is based on SDK 3.32+ version. If you are using old SDK. Pls upgrade.

Don't define “HARDCODE” to read module data SIGFOX information, UART wiill
show ID and PAC.

| COM11 - Tera Term VT

File Edit Setup Control Window Help
RCZ:4

ID:FEDCBASS

PAC:1122334455667788
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