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1 INTRODUCE

This document is for Sigfox and BLE dual mode module FW development guide,
which is suitable for WS2116 EVB and Module. The WS2116 is designed for Sigfox
Monarch which feature makes I0oT devices aware of the local radio configuration (RC)
to use, WS2116 support RC 1, 2, 3, 4, 5 and 6.

1.1 DEVELOPMENT SDK FROM STMICRO
2 items need to download from STMicro.

1. STSW-BNRG-S2LP evaluation software package based on BlueNRG-2 and S2-
LP

http://www.st.com/content/st com/en/products/embedded-software/wireless-

connectivity-software/stsw-bnrg-s2lp.html

2. BlueNRG-1 ST-LINK utility for BlueNRG-1, BlueNRG-2 MCU

http://www.st.com/content/st com/en/products/embedded-software/wireless-

connectivity-software/stsw-bnrglstlink.html

NOTEL: Default BlueNRG-1_ST-LINK_CLI.exe in NRG ST-LINK installation directory

has issue which is section erase.

Please unzip BlueNRG-1_ST-LINK_CLI.7z and copy it inside the folder C:\Program
Files (x86)\STMicroelectronics\BlueNRG-1_2 ST-Link Utility V 2.0.0\ST-LINK_ Utility

to replace the original file.

NOTEZ2: DON'T erase Page 124 - 128 of flash by STLINK CLI or GUI

More BlueNRG-2 SW package for from ST:

http://www.st.com/en/wireless-connectivity/bluenrg-2.html

More information from Sigfox:

https://resources.sigfox.com/
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1.2 DeBUG TooL - STLINK
Buy it from ST or contact ST distributor.

http://www.st.com/en/development-tools/st-link-v2.html

1.3 SIGFOX SIMULATOR - SDR DONGLE
You must use antenna with correct frequency domain for your development sigfox

RC zone.
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Sigfox RC zones have different frequency as below:

Zone 1: Europe, Oman, South Africa

Tx Frequency: 868.13MHz

Rx Frequency: 869.525MHz
Zone 2: USA, Mexico, Brazil

Tx Frequency: 902.2MHz

Rx Frequency: 905.2MHz
Zone 3: Japan

Tx Frequency: 923.2MHz

Rx Frequency: 922.2MHz
Zone 4: Australia, New Zealand, Singapore, Taiwan, Hong Kong, Colombia,
Argentina

Tx Frequency: 920.8MHz

Rx Frequency: 922.3MHz
Zone 5: South Korea

Tx Frequency: 923.25MHz

Rx Frequency: 922.25MHz
Zone 6: India

Tx Frequency: 865.2MHz

Rx Frequency: 866.3MHz

More information

https://resources.sigfox.com/document/sigfox-sdr-dongle

https://storage.sbgl.cloud.ovh.net/v1/AUTH 669d7dfced0b44518cb186841d7cbd75/
staging docs/att19630513-1709-SIGFOX-DATASHEET-SDR dongle.pdf

Where to buy SDR Dongle:

https://www.digikey.tw/product-detail/zh/sigfox/SDR-DONGLE/1895-1000-
ND/7930762
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1.4 JORJIN SIGFOX AND BLE DuAaL MoDE EVB
® \WS2116 EVB

! 2~
Vlaassss0s0c20sa8a— 35§

J[@650]

The WS2116 EVB user guide you can download from Jorjin website or contact with

Jorjin Sales.

WS2116 EVB has three SMA connector, left (SMAL1) is for BT and the others (SMAZ2,
SMAZ3) is for Sigfox.
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1.6 DEVELOPMENT TOOL

IAR embedded workbench 8.32+ (*Note: 8.50.9 is required since SDK v2.1.7)

Jorjin SDK version 2.1.0+

Standard AT command FW developed by Jorjin
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2.1 FLASH ADDRESS MAPPING
NOTE: DON’T modify page 124-128, there have module information and calibration

parameter and SIGFOX sequence number.

2.1.1 Enable OTA service manager

+ 0x10080000

|
Jorjin Reserved (6K) |

+ 0x1007E800 (Page. 125)

|
Sigfox Reserved(2K) |

+ 0x1007E000 (Page. 124)
|
|
User app (248K) |
|
|

I
+ 010040000

2.1.2 Disable OTA service manager

+ 0x10080000

|
Jorjin Reserved (6K) |

+ 0x1007E800 (Page. 125)

|
Sigfox Reserved(2K) |

+ 0x1007E000 (Page. 124)

|
|
User app (178K) |
|
|

|
+ 010051800

OTA Service |
Manager (70K) |
+ 0x10040000

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021

-10-



[J
~—/ ' [
SEERATREY  Doc No: WS2116 BLE/Sigfox FW development guide

2.2 FLASH CONTROL
1. Reading Flash memory

To read one single word of the flash, just read it as if RAM memory: read the

desired flash address and get read data on the bus.
2. FErasing Flash

The Flash controller allows erasing one page or the full main Flash.
3. Write function

The Flash Controller allows writing one word (4 bytes), up to 4 words or the full

main Flash memory (with a single fixed word).
4. Basic Flash operations:

Erase a page

Write a page word by word

Verify write operation word by word

You have to erase flash (page) first then program flash. Otherwise you can’t program

data successfully.
2.2.1 Flash functions
Erase page (BlueNRG1_flash.c)
» Void FLASH_ErasePage(uint16_t PagNumbere;)
Erase all flash (BlueNRG1_flash.c)
» void FLASH_EraseAllFlash(void);
Read flash (vint32) (BlueNRG1 _flash.c)
> uint32_t FLASH_ReadWord(uint32_t Address);
Read flash (vint8) (BlueNRG1_flash.c)

» uint8_t FLASH_ReadByte(uint32_t Address);

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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3 EEPROM MAPPING INWS2116 EVB

T _______________________________ T OxFFFF
| I
| I
| I
| I
| I
| o oo + 0x0540
| Jorjin reserved |
I _______________________________ T Ox 0500
| I
| I
| I
| I
| I
| o | 0x0040
| Jorjin rezerved |
| o e + 00000

DON'T modify 0x0000~ 0x0032 and 0x0500 ~ 0x0540, there have Sigfox information

and calibration parameter.

If module flash has been erased, please read EVB information to develop. Reference

4.2.3 to switch setting.

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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4.1 SDK INFORMATION

Jorjin SDK is customized based on ST official released, which include latest Sigfox

library and PIN configuration base on WS2116 PIN definition.

4.2

4.2.1 Open project file

IAR EMBEDDED WORKBENCH IDE

EWARM - m] X
® New X O B B W Mt = vew
< - < Bl » Eu ~ Search EWARM
Name Date modified Type Size
v Quickaccess
settings File folder
i Deskiop B
[ BlueNRGict ICF File 14KB
. Downloads -
| [ Jorjin WS2116_Dk.dep DEP File 133K8
= Documents -
[ Jorjin WS2116_Dk.ewd EWD File 106KB
1A Pictures _
| [ Jorjin Ws2116_DK.ewp EWP File 83KB
| Downloads -
[ Jorjin WS2116_Dk.ewt EWT File 214K8
Exe
I ® Jogin WS2116_Dk.cww AR IDE Workspace 1KB I
stc =
|1 Jorjin_Ws2116_DK_ewp EWP File 156 KB
WS211x_DK_6.0
WS2116_SDK_1
Sitems  1item selected 771 bytes E a

4.2.2 Defined symbols

Project—option—C/C++ compiler—preprocessor

| Options for node "Jorjin_WS2116_DK"

| Category:
General Options
Static Analysis
ek
9 Jorjin_W52116_DK - IAR Embedded Workbench IDE - Arm 8.50.9 L
File Edit View | Project | ST-Link Tools Window Help Output Converter
DO s AddFies.. < Q > | customBuid
Waorkspace [@ Add Group... { Init.c | chat.c Build Actions
ort File Li Linker
WSaTIEMEIR | L1 Import Fie List.. o
Add Project Connection... ehugger
Files o - Simulator
- it Configurations...
B @ Jorjin_WS 9 CADL
|2 s Drivers Remove CMSIS DAP
=1 6 Bluen| GDE Server
@ HALTY Create New Project... et
M Add Existing Project... Ad"’ef:lf:?_g_f Iink/)Trace
of GAEADVEL | 11 stelaris
£ Options.., Alt=F7 I*LUES: i
- 0x00: ADV | :‘;'“_”k
T micro
Version Control System v| - oxo1: aDV |
"’ . ST-LINK
B Make 7 Third-Party Driver
B compile Ctrl-F7 TIMSPFET
TIXDS
@ Rebuild All Values:
& Clean - Ox0020 (20
- : Advert. ]
& Blu & saten buila... [ 0.625 msec. b

Factory Settings
[ Multifle Compilation

Discard Unused Publice

MISRAC:1598 Encodings Extra Options
Language anouage Code Optimizations Output
List Diagnastics MISRAC:2004

[0 lgnore standard include directories

Addttional include directories: {one per ling)

SPROJ_DIRS .\ Nine
SPROJ_DIRS AN \Drivers\MCLAHAL_BLUENRG'inc
SPROJ_DIR Drivers\MCL\CMSI5'BlueNRG 1tinc

SPROJ_DIRS

Drivers'MCL\BlueNRG1_Periph_Drive
SPROJ_DIRS"

Drivers\BSP\SDK_Eval_BlusNRG\inc

Preinclude file:

Defined symbols: {one per line}
HS_SPEED_XTAL=HS_SPEEI
L5_SOURCE=LS_SOURCE_E
SMPS_INDUCTOR=SMPS_IN
BLUENRGZ_DEVICE]

B Preprocessor output to file
[] Preserve comments
[[] Generate Hline directives

Cancel

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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1. Memory type

There have two types of memories, internal FLASH and external EEPROM. To use
FLASH for data storing, the “USE_FLASH” symbol must be defined in the “Defined
symbols” in IAR’s preprocessor settings (as shown in the following picture). If the
“‘USE_FLASH” symbol is not defined, EEPROM will be used during the initialization.

Options for node "Jorjin_W52116_DK" *
Lolisan: Factory Settings
General Options [ Multi-file Compilation
Static Analysis Discard Unuzed Publics
Runtime Checking

CJ/C++ Compiler MISRA-C:1958 Encodings Extra Options
Assembler Language 1 Language 2 Code Optimizations Output
Output Converter List Preprocessor Diagnostics MISRALC 2004
Custom Build

Build Actions [ lgnore standard include directories

Linker

Additional include directories: fone per ling)

Debugger $PROJ_DIRS\. . \Ninc
Simulator SPROJ_DIRSY. A A\ A \Drivers\MCUNHAL_BLUENRG inc
CADI SPROJ_DIRSY A\ A A \Drivers\MCUNCMSIS W Blue MRG 1hing
CMSIS DAP SPROJ_DIRS . A N MDrivers\MCLMBlueNRG1_Periph_Drive
G0B Server SPROJ_DIRSY. A\ W M\Drivers\BSPA\SDK_Eval_BlueMRGinc
Ijet Preinclude file:
Jink/1-Trace
TI Stellaris
Mu-Link Defined symbols: {one per line)
FE micro DEBUGH B Preprocessor output to file
ST-LINK bbbl TI/RE_ENAB I [ Preserve comments
Third-Party Driver USE_FLASH [Tl Generate Hline directives
TI MSP-FET
TIXDS

The “HARDCODE” symbol controls the active ID, PAC, key and rcz at
“ST_Sigfox_Init.c”. If it's not defined, the Sigfox information stored in the memory will

be used for the Sigfox operations.

If “HARDCODE?” is defined, the hardcoded Sigfox information in “ST_Sigfox_Init.c”
will be used, and the original information in the memory will also be overwritten by

the hardcoded ones.

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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main.c ST _Sigfox_Initc x chatc rf_apic bluenrgl_apih ble_status.h
ST_Sigfox_Init{NVM_BoardDataType *, uintB_t]

ST_SFX_ERR ST_Sigfox_TInit (NVM BoardDataType *sfxConfig, uinti_t openkfterInit)

{
T LEheEIr = ST SFY FRR NONE:
= Fifdef HARDCODE

uint32_t id = 0=FEDCBRSE;
uintd_t pac[8] = {0x11,0x22,0x33, 0x44, 0x55, 0X66,0

7,0x88}

uint8_t key[1€] = {0x00,0xl1,0x22,0x33,0x44,0x55, 0x€€, 0x77,0x33, 0x89, OxAA, 0xBB, 0xCC, 0xDD, 0xEE, 0xFF};
uint2_t rez = 1;
Hj #endiz

/* Configure XTAL frequency and offset for the RF Library 4/
ST_RF_API set_xtal freq(S2LEManagementGetXtalFrequency()):

/* Macro that defines and initializes the nvmconfig structure 4/
INIT_NVM_CONFIG (nvmConfig) ;

/* Sigfox Credentials Managemesnt */

[ #ifdef USE_FLASH

nvmConfig.nvmType = NVM TYPE FLASH;

nvmConfig. sfxDataRddress = (uint32 t) FLASH USER_START ADLDR;
- #endif

/* Configure the NVM APT +/
SetWVMInitial (envmConfig) s
ST_MCU_API_Shutdown({l):

[ #ifdef HARDCODE

afxConfig->id = id;
sfxConfig->rcz = rcz;

memcpy (sfxConfig->pac, pac, 2);

enc_utils_set_rcz(sfxConfig->rcz);
enc_utils_set id{sfxConfig->id);
enc_utils_set_key(key):

Sigfox sequence number store located will change depend on “USE_FLASH” define.

main.c  5T_Sigfox_Init.c chat.c rf_api.c bluenrgl_api.h ble_status.h nvm_apic X
_setBlockState[uint32_t, uint64 t]

[=] #ifdef USE_FLRSH

#define _nvmReadOperation(addr, nbytes, buff) FlashRead(addr, nbytes, buff)

#define nvmWritelperation{addr, nbytes, buff, mode) FlashWrite(addr, nbytes, buff, mode)
$else

#include "S52LF AUX EEFROM.h"

#define _nvmReadOperation(addr, nbytes, buff) EepromBead({addr, nbytes, buff)
#define nvmWritelperation{addr, nbytes, buff, mode) EepromWrite (addr, nbytes, buff)
- gendif

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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Use in main.c, ST_Sigfox_Init.c, nvm_api.c and S2LP_MON_REF_DES.h

main.c  5T_Sigfox_Init.c chat.c rf_api.c bluenrgl_api.h ble_status.h nvm_api.c S2LP_MON_REF DES.h >

J_r'AJ.

& [@brief Definitions for EEFROM

J.f"

#ifdef USE_FLASH

#define EEFROM PRESENT EEFROM NO
$else

#define EEFROM PRESENT EEFROM YES
#endif

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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2. Debug mode

Set “DEBUG=1" to open debug mode, will show PRINTF(*). Defined symbols
“‘DEBUG=0" to disable debug mode. If use printf(*’) debug message always show
context(PRINTF # printf).

Options for node "Jorjin_W52116_DK" hd

Category: Factory Settings

General Options () Muti-file Compilation

Static Analysis Discard Unused Publics
Runtime Chedking
MISRALC:1993 Encodings Extra Options
Assembler Language 1 Language 2 Code Optimizations Output
Output Converter List Preprocessor Diagnostics MISRA-C: 2004

Customn Build
Build Actions [ lgnore standard include directories

EHEEF Addttional include directories: (one per ling)
= uglger SPROJ_DIRS".\.\
Simulztor SPROJ_DIRS"
CADI SPROJ_DIR

WDrivers\MCUNHAL_BLUENRGYnG
rivers\MCLNCMSIS4BlueNRG Thine

CMSIS DAP SPROJ_DIR rivers\MCLBlueMRG1_Periph_Drive
GDB Server \Drivers\BSPWSDK_Eval_BlueNRGinc
Ljet Preinclude file:

J-Linkf1-Trace

TI Stellaris

Nu-Link Defined symbols: {one per line)

PE micro STACK B Preprocessor output to file
ST-LINK DEEUG| I I ("] Preserve comments
Third-Party Driver USE_FLASHFEATUHE_ENAB "] Generate #Hline directives
TI MSP-FET

TIxDS

It is used in chat.h, gatt.c, rf_api.c and mcu_api_bluewnrgl.c.

main.c  5T_Sigfox_Init.c chat.c rf_apic bluenrgl_api.h ble_status.h nvm_api.c gatt db.c > S2LP_MOT

#if DEBUZ

#define PRINTF(...) printf{_ VA RRG5_ )
$else

#define PRINTF(...)

#endif
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main.c

5T_Sigfox_lnit.c  chat.c rf_api.c bluenrgl_apih ble_status.h  rnvm_apic chath x

=

=

$gifndef CHAT H
#define CHART H

#$ifdef LDEBUG

#¢include <stdic.h>

gdefine PRINTF(...) printf({ VA ARG5S )
#¢define BLE CHAT VERSION STRING "1.0.0™
gzlse

gdefine PRINTF{...}

#endif

main.c  S5T_Sigfox_lnit.c chat.c rf_api.c bluenrgl_apih ble_status.h  nvm_api.c  mou_api bluenrgl.c x

=

#ifdef DEBUG

I #include <stdio.h>
i void ST dbg CB{const char *vectcStr,...):
i #define BRINTF(...) { 5T dbg CB(_ VA ARG5S }:}

S/ #elif DEBUG BLE

#¢include <stdic.h>

#include "SDE EVAL Com.h"

gdefine PRINTF(...) printf({ VA ARG5S )
gzlse

gdefine PRINTF{...}
#endif

main.c  S5T_Sigfox_lnit.c chat.c rf apic = bluenrgl_apih ble_status.h  nwm_apic meou_api_bluenrgl.c

/* The DEBUG symbol is used to print the names of the inveoked functions */
J/#define DEBUG

#$ifdef DEBUG

Jf/void 5T dbg CE(const char *vectcStr,...);
//#define PRINTF(...} { 5T dbg CB( VA ARG5S };}
S/ #elif DEBUG BLE

#include "SDE EVAL Com.h"

#define PRINTF(...) printf{ VA ARGS )

gzlse

#define PRINTF(...)

#endif

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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T

3.  GPIO mapping

Itis used in S2LP_MON_REF_DES.h.

@ Jorjin_W52116_DK - AR Embedded Werkbench IDE - Arm 8.30.9
File Edit View Project ST-Link Tools Window Help

NOE@ = %K DC 1.8 0 5 RE L >EAE R@-=0 > Jidh.
Waorkspace ¥ & X | main.c ST_Sigfox_Init.c chat.c rf_api.c bluenrgl_apih ble_status.h nvm_am.cl 52LP_MOM_REF_DES.h xI
WE116_Madule: -
- T,
Files 5. i 52-LP - 5PT CONFIG v
B @ Jorjin_WS2116_DK - WS2116_... ¥ P TTTTY
& Drivers .
WOTA L] =R
= B SZLP_Middleware * @brief 5PT definitions
B S2LP_ AR [ ] * and connections to 52-LP and EEPROM
L= W 3ELP_CORE P
A s for chip s
| — RELENRG_adch #define 5212 SPL CS PIN GPIO_Pin_20
— BBueNRGT_conh bactime smprLCo R pmenz
— BIBlueNRGT_dmah zd:;i:: 5217 SPI CS MOTE GPIO Output
— B BlueNRG1_flash h = i FEIS ST
— EBlueNRGT_gpioh #define S2LE_SPI_MOSI_PIN GPIO_Pin_2
— E1BlueNRG1_i2ch #define 32LP_SPI_MOSI_HIGH POWER ENABLE
— W BlusNRGT_mith $define S2LP SPI MOSI FUED ENABLE
— W BlueNRG1_rch #define S2LE_SPI_MOSI_MODE Seriald_Mode
— [ BlueMNRG1_spih
— W BlueNRG1_sysCirlh $define SILP SPI_MISO PIN GPIO_Pin_3
F— [ BlueMRG1_uarth #define S2LP_SPI_MISO_HIGH POWER ENABLE
— B BlueNRE1_wdg h #define SILP_SPI_MISQ_PUED ENABLE
— B BlueMRG2 h #define S20LE_SPI_MISO_MODE Seriall_Mode
— [ bluenrg_x_device h
|— B crsis_compilerh $define S2LP_SPT_CLK PTN GPTO_Pin_o
|— B crmsis_iccarm h #define SILP SPI_CLK HIGH POWER ENABLE
|— B crsis_wersion h $define SZLE_SPI_CLK PUED ENLBLE
$define S2LP_SPI_CLK MODE Serial0_Mode

— [l compilerh

— [ core_cmi h

— I DLib_Config_MNarmal h
— I DLib_Detfaults h

— K DLib_Praducth

B R R vy
I 52-LP - EEFROM e

SRR R A KA AR AR AR R R R R EERRREE R

Jaorjin_WS2116_DK

. Iﬂhﬁl_lypesh [=] /%% The EEPROM is an optionasl component, normally not required in customer's applica
— [ icoarm_builtin h * When using a custom board, normally this define should be set to EEPROM NO.
— & misch |+ Since STEVAL kits use EEPROM, set it to EEPROM YES 4/
— [ Flatform_Configuration_... #define EEPROM SPI_C3_PIN GPIC Pin 6
— 1 52LP_AlUX_EEPRONM.h #define EEFROM SPI_CS_HIGH POWER ENABLE
— [ S2LP_AUX_FEMh #define EEPROM_SPT_C5_PUPD ENABLE
— [ S2LP_AUX_TCXO.h #define EEFROM_SPI_C3_MODE GPIC_Cutput
— B S2LP_AUX_Utilsh
— B 52LP_CORE_GPIOK #define EEFROM SPI_MOSI_PIN GFIO Pin 2
— R S2LP_CORE_SPLA #define EEPROM_SPI_MOSI_HIGH_POWER ENABLE
#define EEFROM SPI_MOSI_EUED ENABLE
4%% $define EEPROM SPI_MOSI_MODE Serial0 Mode
S SR EvAL_ B h .
- - #define EEFROM _SPI_MISO_EIN GPIC_Pin 3
W S0K WAL Carnh #iafina FFPROM SBT MTSN HTGH BOWFR FNLRTF

tion.
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4. OTA mode
i. Enable OTA service manager

Define “ST_USE_OTA_SERVICE_MANAGER_APPLICATION=1" at Linker >
config = configuration file symbol definitions and C/C++ compiler >
preprocessor = defined symbol to enable OTA mode will change application FW
start address to 0x10051800.

Options for node "Jorjin_W52116_DK" hd

Categony: Factary Settings

General Options

Static Analysis

Runtime Checking
C/C++ Compiler Hdefine Diagnostics Checksum Encodings Extra Options

Assembler Config  Library  Input Optimizations ~ Advanced  Output  List
Output Converter Linker configuration file
Custom Build

B Ovenide default

m SPROJ_DIRS \BlueNRG2.icf

Simulataor Edit...

CADI

CMSIS DAP Configuration file symbal definitions: (one per ling)

f?BtSEWEF 5T_USE_OTA_SERVICE_MANAGER_APPLICATION=1
e

J-linkfJ-Trace

TI Stellaris

Nu-Link

PE micro

ST-LINK

Third-Party Driver

TI MSP-FET

TIxDS

Cancel
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Options for node "Jorjin_W52116_DK" x
Category: Factary Settings
General Options [ Multi-file Carnpilatian
Static Analysis Dizcard Unuzed Publics
Runtime Checking
C/C++ Compiler MISRALC:1998 Encodings Extra Options
Assembler Language 1 Language 2 Code Optimizations Output
Output Converter List Preprocessor Diagnostics MISRA-C:2004
Custom Build
Build Actions [ lanore standard include directories
Linker Additional include directories: (one per ling)
Debugager .
il SPROJ_DIRSY. .\ Ninc
Simulator SPROJ_DIRS M ADivers\MCUNHAL_BLUENRG ine
CADI SPROJ_DIRS. M A ADrivers\MCUNCMSI S Blue NRG Thine
CMSIS DAP SPROJ_DIRSY. % ADrivers\MCUNBlueMRG1_Periph_Drive
DR Server SPROJ_DIRSY M A\ DrivershBSPAWSDK_Eval_BlueNRGYne
Ijet Preinclude file:
| J-linkfJ-Trace
TI Stellaris
| Nu-Link Defined symbols: {one per line)
PE micro HARDCODEx B Preprocessor output to file
| STLINK ERASE_VALUE_IS_FF [] Preserve comments
| Third-Party Driver T Bt ' (| Generate Hine directives
I MSPFET I ST_USE_OTA_SERVICE_MAI
TI¥DS ST USE OTA SERVICE MANAGER APPLICATION=1

Cancel
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ii. Disable OTA service manager

Remove define “ST_USE_OTA_SERVICE_MANAGER_APPLICATION=1" at Linker
- config = configuration file symbol definitions and C/C++ compiler >
preprocessor > defined symbol to disable OTA mode will change application FW

start address to 0x10040000.

Options for node "Jorjin_W52116_DK" hd

Categany: Factory Settings

General Options

Static Analysis

Runtime Chedking
C/C++ Compiler Hdefine Diagnostics Checksum Encodings Extra Options

Assembler Config  Library  Input Optimizations ~ Advanced  Output  List
Output Converter Linker configuration file

Custom Build .
Build Actions 8 Ovenide defaut

SPROJ_DIRS\BlueNRG2 icf
Debugger

Simulator Edt...
CADI
CMSIS DAP Configuration file symbal definitions: (one per ling)
GDE Server
T4et

| J-Link/J-Trace

TI Stellaris

| Mu-Link

PE micro

ST-LINK

Third-Party Driver

TI MSP-FET

TIxDS

Cancel
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Options for node "Jorjin_W52116_DK" x
Lefizaps: Factory Settings
General Options [ Multifile Compilation
Static Analysis Discard Unused Publics
Runtime Chedkdng
C/C++ Compiler MISRA-C:1958 Encodings Extra Options
Assembler Language 1 Language 2 Code Optimizations Output
Output Converter List Preprocessor Diagnostics MISRAC: 2004
Custorn Build
Build Actions [ lgnore standard include directories
Linker Addttional include directories: (one per ling)
Debugager .
imul SPROJ_DIRSY. .\ Ninc
Simulator SPROJ_DIRS M ADivers\MCUNHAL_BLUENRG ine
CADI SPROJ_DIRSY. % ADrivers \MCUNCMSIS BlueNRG 14inc
CMSIS DAP SPROJ_DIRSY 5 \Drivers\MCUNBlueMRG1_Periph_Drive
GDB Server SPROJ_DIRSY M \DrivershBSPAWSDK_Eval_BlueNRGYne
Ijet Preinclude file:
| Jink/I-Trace
TI Stellaris
| Mu-ink Defined symbols: {one per line)
PE micro HARDCODEx B FPreprocessor output to file
| STALINK ERASE_VALUE_IS_FF [ Preserve comments
| Third-Party Driver M (| Generate Hine directives
[ TI MSP-FET
TI XDS

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021



o1
JOR v D

T E C H N O L O G I E S

Doc No: WS2116 BLE/Sigfox FW development guide

4.2.3 Switch your module/EVB type
Select edit configurations to switch type. Each configuration has different defined

symbol.

@ Jorjin_W52116_[2k abedded Weorkbench IDE - Arm 2.30.9

File Edit View STlink Tools Window Help
‘M B | Le AddFiles..
Workspace [e Add Group..
WS2116_Module [*]| import File List...

- jon

Fles Edit Configurati

It Lonfigurations...

E|. 0 .

F= S Drivers | « | pemove

EOTA

I—EJ ES2LP Mil T create New Project...

| B S2LP | "™ add Existing Project...

| LaEsaLP

Configurations for "Jorjin_W52116_DK" >
Configurations:

W5 2116 EYE
W52116_Module

Bemove

[Drag to arder]

Quick switch configuration

@ Jorjin_W52116_DK - IAR Embedded Workbench IDE - Arm 8.50.9

File Edit View 5T-Link Tools Window Help

Project

>k e -=

bluenrgl_api.h ble_status.h

main.c  5T_Sigfox_Init.c chat.c rf_apic nvm_api

N Ny
o TE
52-LP - 5PI CONFIG

SRERRER R A RRRA KRR R A RREKRRAR KRR KRRRARRRRRKRRKRRRKRRAKKRRLKRR

L

B Drivers
EOTA . =y
2 i 52LP_Middleware * @brief SPI definitions
| B S2LP ALK ] * and connections to SI-LP and EEFROM

| L@ @S2l _CcoRE

kg
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4.2.4 Sigfox/BLE functions

Sigfox functions

Initialize flow (Read EEPROM/flash data)

Zone 1

Zone 2

Zone 3

Zone 4

Zone 5

Zone 6

!

v

!

v

v

'

Init Sigfox ID, pac, key, rcz

Init Sigfox ID, pac, key, rcz

Init Sigfox 1D, pac, key, rcz

Init Sigfox 1D, pac, key, rcz

Init Sigfox 1D, pac, key, rcz

Init Sigfox ID, pac, key, rcz

!

v

v

v

!

!

Sigfox open Sigfox open Sigfox open Sigfox open Sigfox open Sigfox open
Set Sigfox standard config [ | Set Sigfox standard config | | Set Sigfox standard config | | Set Sigfox standard config
Initialize flow (Hard code)
Zone 1 Zone 2 Zone 3 Zone 4 Zone 5 Zone 6

1

v

v

¥

!

)

Init Sigfex ID, pac, key, rcz

Init Sigfex ID, pac, key, rez

Init Sigfex 1D, pac, key, rez

Init Sigfox 1D, pac, key, rez

Init Sigfox 1D, pac, key, rcz

Init Sigfex |D, pac, key, rcz

!

v

v

¥

!

!

hardcode(ID, pac, key, rcz)

hardcode(ID, pac, key, rcz)

hardcede(ID, pac, key, rcz)

hardcode(ID, pac, key, rcz)

hardcode(ID, pac, key, rcz)

hardcode(ID, pac, key, rcz)

1

v

v

v

!

)

Sigfox open

Sigfox open

Sigfox open

Sigfox open

Sigfox open

Sigfox open

v

v

v

v

Set Sigfox standard config

Set Sigfox standard config

Set Sigfox standard config

Set Sigfox standard config
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Sigfox Tx. (12 bytes limit) (main.c) Must initialize Sigfox
»  SIGFOX_API_send_frame(sfx_u8 *customer_data,
sfx_u8 customer_data_length,
sfx_u8 *customer_response,
sfx_u8 tx_repeat,
sfx_bool initiate_downlink_flag);
Set Sigfox private key (main.c) (Must register ID, key from Sigfox)

>  static uint8_t key[16]=\
{ 0x00,0x11,0x22,0x33,0x44,0x55,0x66,0x77,0x88,0x99,0xAA, 0xBB,0xC C,0xDD, OXEE, OXFF};

» enc_utils_set_key(key);

Set Sigfox reduction power (main.c)

» ST_RF_API_reduce_output_power(sfx_s16 reduction);
Set Sigfox private id (main.c)

» stafic uint32_t id=0xfedcba98;

» enc_utils_set_id(id);

Switch the private (0)/public (1) key.

> enc_utils_set_public_key(1);

Set PA. Set 1 if a PA, 0 if not. (st_rf_api.h)

» ST_RF_API_set_pa (1);

Set RSSI offset. (st_rf_api.h)
ST_RF_API_set_rssi_offset(sfx_s8 rssi_off);

Sigfox monarch scan mode. (sigfox_monarch_api.h)

» SIGFOX_MONARCH_API_execute_rc_scan (sfx_u8
rc_capabilities_bit_mask, sfx_ulé timer, sfx_timer_unif_enum_t unit,

sfx_u8 (* app_callback_handler ) ( stx_u8 rc_bit_mask, sfx_s1érssi ) );

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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NOTE: In WS2116 SDK 2.1.6 or earlier, the following operations are needed for

Sigfox compliant transmissions.

1. Inmain.c & ST_Sigfox_Init.c, adjust the reduction parameters passed to the
ST_RF_API _reduce_output_power() function to limit the Sigfox Tx power
within the spec at the selected RC.

main.c 5T _Sigfox_Init.c x chatc rfapi.c bluenrgl_apih
ST_Sigfox_Init{NVM_BoardDataType *, uintd_t]
S5T_SFX_ERR 5t_Sigfox Open RCZ (uintd_t rcz)
{
5T_SFE _ERR open err = 5T_SFX ERR NONE:
switch(rcz)
{
case l:
{
I ST_RF API reduce cutput_power(2) :I
In St_Sigfox_Open_RCZ() at ST_Sigfox_Init.c
main.c x 5T Sigfox_Init.c chat.c rf_apic bluenrgl_apih ble_status.h  nvm_ap
sfx ud callback for found(sfx ud rc bit mask, sfx slé rssi)
{
printf({"return rc bit_mask %d\r\n", rc bit_mask):
printf{"return rssi %d\r\n", rssi):
switch (rc_bit mask)
{
case (Ox0l: /RC1
{
5T RF APT reduce ocutput power(2);
In callback_for_found() at main.c
main.c » 5T Sigfox_Init.c chat.c rf_api.c bluenrgl_api.h ble_status.h
main()
sfx w32 config words[3]=RCS5_CONFIG;
SIGFOX_API_set_std config({config_words,0);
In main() at main.c (for RC5 only)
Suggested reduction values for RC1-6 are listed as follows:
TX RC1 RC2 RC3 RC4 RC5 RC6
(Uplink) 868.13MHz | 902.2MHz | 923.2MHz | 902.8MHz | 923.3MHz | 865.2MHz
Reduction 2 6 2 6 2 2
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In main.c & ST_Sigfox_Init.c, set the offset parameters passed to the
ST_RF_API _set_Ibt_thr_offset() function to 0.

main.c 5T _Sigfox_ Init.c » chatc rf_apic
St_Sigfox Open_RCZ[uint8 1]
case 3:

{

bluenrgl_api.h bl

LR | .

o
—

ST_RF _AFI_se t_Ibt_thr_o ffset (0) >

/* Turn PA off in RC1/3/5/6/7 */

5T_RF RAPI set_pal(l);

ret=5IGF0K API open(s({sfx rc t)RC3C);
In St_Sigfox_Open_RCZ() at ST_Sigfox_lInit.c

main.c » ST_Sigfox_Init.c chat.c rf_api.c bluenrgl_apih ble_sta

case (x04: //RC3c

{

printf {"Detected RC3!!1ave\n");

a

dBm cut */
ST_RF RPI set_lbt thr offset(l):
FedUce_OULDUT_POWEL (2) ;

In callback_for_found() at main.c

3. Inrf_api.c, change the local variable fifo_buff [] in the

priv_ST_MANUF_SpiRaw_Ramp() function to a static one to avoid system
RAM glitch.

main.c  ST_Sigfox_Init.c chat.c rfapic » bluenrgi_apih ble_status.h nvm_api.c S52LP_MOMN_REF_DES.F

priv_ST_MANUF_SpiRaw_Ramp[uint8_t. uint8_t *, uintd_t*, uintd_¢{]
/* 5PI functions — these functions are implemented using the priv 5T MANUF SpiRa
static voidfpriv_5T MANUF SpiRaw Ramp (Qint®_t n_bytes,uintd_t* buff in, uintd_t*
{

if {(st_manuf context->power reduction!=0 && buff_ in!=zeroes)

fifo buff[l]=buff in[l]:
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® BLE functions

Initialize flow

(Read EEPROM/flash data) (Hard code)
Init BlueMRG_Stack Init BlueMRG_Stack
- L
Init module BLE
MAC, neme SS:: nh::rlni
TxPower, status data

 J kL 4

CHAT_Device Init CHAT_Device Init
GATT service GATT service
GAP semvice GAF service

717 - P

€< Jorjin_WS2116

Indicate

GENERIC ACCESS

Device Name
Readable, Writable, Writable Without Response

Appearance
Readable, Writable, Writable Without Response

Peripheral Preferred Connection
Parameters
Readable

d973f2e0-b19e-11e2-9e96-080020
0c9a66

d973f2e1-b19e-11e2-9e96-080020
0c9ab6
Notify

d973f2e2-b19e-11e2-9e96-080020
0c9a66
Writable, Writable Without Response
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BT MAC (chat.c)

»  static uint8_t bdaddr[6]={0x00, 0x19, 0x94, OxFF, OxFF, OxFF};
BLE name (8 bytes limit) (chat.c)

» statfic uint8_t name[8]={'W", 'S', 2, '1", '1", '6',0x00,0x00};

BLE local_name (chat.c)

» Uuint8_tlocal_namel[] =
{AD—TYPE—COMPLETE—LOCAL_NAME, |J|I IOII Irll Ijl, lil, ln l, I_I, IWII ISII I2l, 1 I I, 1 ] I, lél};

(Example in 4.2.7.2)

BLE Tx power seting(chat.c)

> aci_hal_set_tx_power_level(l, 4);

(Example in 4.2.7.3)

BLE Tx. (chat.c)

» SendRczData(uint8_t rczValue, uint8_t keyValue);
UART Tx via BT. (chat.c)

»  SdkEvalComlOConfig(Process_InputData);
UART Rx via BT. (gatt_db.c)

>  Atfribute_Modified_CB(uint16_t handle, uint1é_t data_length, uint8_t
*att_data)

(Example in 4.2.7.1)

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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4.2.5 Switch SMA connector

WS2116 has two Sigfox antenna connector, default antenna is SMA2.
If want to use SMAS, please use code below.

GPIO_WriteBit(SMA2_GPIO_PIN, Bit_RESET);

GPIO_WriteBit(SMA3_GPIO_PIN, Bit_SET);;

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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4.2.6 Build code and file location

1. Change output file name. “Option-> Output Converter->Output file”

o Jorjin_W52116_DK - |AR Embedded Workbench IDE - Arm 8.50.9
File Edit Wiew Project S5T-link Tools Window Help

NN @@= XEE D C 1< Q

Waorkspace w 0 X' | main.c 5T Sigfox_Init.c chatc
WS2116_Module | |priv_ST_MANUF_SpiRaw_F
Files . | A+ SPTI functions - t
ol LJonin Ws2116_DK_| gl —cy
B Drivers "
-: OTA Make
& M SEZLP_Middleware .

W S2LP_AUK -ompile £
g ES2LP_CORE Rebuild Al £
S2LP_CORE_.. Clean £
S2LP_CORE_.. e
H Source C-STAT Static Analysis > | )
& i ST_Sigfox b
[ mcu_api_tiluenrg... Stop Build L
nm_api.c |
_api.c Add > [

= o
—E W Cutput Remove D
Version Control System >

Open Containing Folder...
File Properties...

[

Options for node "Jorjin_W52116_DK" x

Categony: Factary Settings

General Options
Static Analysis
Runtime Checking

Output

B Generate additional output

Output format :
Build Actions
Linker Intel Extended hex ~

Debugager Output file
Simulator

CADI
CMSIS DAP W52116_DK_2 1.6 hex I
GDE Server

T4et
J-linkfJ-Trace

TI Stellaris
Nu-Link

PE micro

ST-LINK
Third-Party Driver
TI MSP-FET

TI XDS

FeTWe

Cancel
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2. Build code

@ Jorjin_W52116_DK - AR Embedded Workbench IDE - Arm 8.50.9
File Edit Wiew Project 5T-Link Tools Window Help

N R = ABL OC - < Q

Workspace * I X | main.c S5T_Sigfox_Init.c chat.c
[WS21 1 E_M adule e l priv_ST_MAN UF_SPIHHW_F
'# SPTI functions - t
Files B e | ;tatipc v:;d pfi} ST_
=X Jorjin w5216 DK .| (S
-_Drlvers ®
B OTA Make

= W S2LP_Middleware
B S2LP AU
[ omsepcore | SR

woihTh

B 52LF_CORE_. Tlean
S2LP_CORE_.
B Source C-STAT Static Analysis >
21 W ST _Sigfox o i
mecu_api_blugnrg... S L [

nyrn_api.c

- Add >
r_apic [
B Cutput Rermove o
Version Centrol System >
E

COpen Containing Folder...
File Properties...

=N

Doc No: WS2116 BLE/Sigfox FW development guide

3. File location
EWARM = ] X
@ New ~ ‘}g [D EI] @ Tl sort - = View ~ een
&« > -~ <« Projects_Cube > 52-LP_SigFox_DK > Jorin_WS2116_DK » BlueMRG > EWARM hd £ Search EWARM
~
Name Date modified Type Size
v Quick access
11/15/2021 &:07 PM File folder
@l Desktop
WS52116_EVB 12/14/2021 2:23 PM File folder
i Downloads #
W52116_Module 12/14/2021 1:35 PM File folder
. Documents #
|| BlueMRGZ.icf 3/12/2019 1:49 PM ICF File 14 KB
P9 Pictures » _
| Jorjin_W52116_DK.dep 12/14/2021 223 PM DEP File 133 KB
Downloads # .
| Jorjin_W52116_DK.ewd 11/23/2021 3:10 AM EWD File 106 KB
Exe -
| Jorjin_W52116_DK.ewp 11/23/2021 3:10 AM EWP File 83 KB
src .
| Jorjin_WS2116_DK.ewt 11/23/2021 3:10 AM EWT File 214 KB
WS211x_DK_6.0
& Jorjin W52116_DK.eww 3/14/2019 10:42 AM IAR IDE Workspace 1KB
W52116_5DK_1. o a _— - P
| Jorjin_WS2116_DK_ewp 11/19/2021 10:37 AM EWP File 136 KB
10items 2 itemns selected O
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(] =

@ Tl sort -

View ~

<« 52-LP_SigFox_DK > Jorin_/W52116_DK > BlueNRG > EWARM » W52116_Module > Exe

+ Downloads #
~| Documents #
P9 Pictures »
Downleads #
Exe
src
W5211x_DK_6.0

W52116_5DK_1.
> o OneDrive - Perso

> [ This PC

-
Name

WS2116 DK 2.1 4.0ut

] WS2116_DK_2.1.6.bin

7 WS2116_DK_2.1 6.hex

Jitems 2 items selected 323 KB

Date modified
12/14/2021 2:23 PM
12/14/2021 2:23 PM

12/14/2021 2:23 PM

Type

Wireshark capture...

BIM File

HEX File

~ O 2 Search Exe

85 KB

239 KB
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4.2.7 Function Testing

1. Written value via BLE to module.

Please set new-line both transmit and receive to CR+LF.

M COM28 - Tera Term VT _ O y
File Edit Setug Cootral WWindoy

Terminal...

Keyboard...

Serial port...

Proxy...

55H...

S5H Authentication...
S5H Forwarding...
55H KeyGenerator...
TCR/IP...

General...

Additional settings...

Save setup...

Restore setup...

Setup directory...

Load key map...

|'Tera Term: Terminal setup *
Terminal size New-line
0K
80 ¥ 24 Beceive: CPR+LF -
B Term size = win size Transmit: cRr+lF - Cancel
Auto window resize

Help
Terminal ID: ¥T100 - [J Local echo
Answerback: [ Auto switch [VT<->TEK)
Coding [receive] Coding [transmit]
UTF-8 -~ UTF-8 -
locale: cht
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Application — module.

AL CO#AR - Tara Tearm VT

File Edit Setup Control Window Help

WEZ11x

OxDa73FZE2-B19E-11E2...

JUICK: DGTRFEER-BI9E-11 E2-SESS-08002006 8
Connecbed
WA I" '.Il 1, W L
i
DESCF T
o howt Resoor
| Log

Module — application.

Push button or enable timer (Implement in while loop)

5 COME - Tera Term WT
fil= Edt 5Setup Control Window Help
2% 2818 12:81:29 ** WS211x

lorjin Ws211x application *¥ May
OxDET3

12

BLE Stack Imitialized
set_public_key Connected

Initialization done

TESTZ
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2.  BLE name (device name) and local name (advertised name)

ADVERTISEMENT DATA

Connection status

i “Advertised name
Jorjin_wWs2116

DEVICE INFORMATION

I Device Address

3:04:15:00

|
aDevice Name

GENERIC ATTRIBUTE

e 7

& SDMTI0 for armés — O X | & SOMTIOfor a4 — O X | SDMTIOfer armes — O X | & SOMTIOfor amsd - o x
701 - P W R 703 - P R 705 - P PR 706 - P

< Jorjin_WS2116 Jorjin_Ws2116 € Device Name | €  JORJIN
Name before reading e Name after reading
ADVERTISEMENT DATA Characteristic UUID ADVERTISEMENT DATA
GENERIC ACCESS 00002300-0000-1000-8000-00805(9b3 40
Connection status Connection status
Connected Device Name ?hﬂfﬂﬂ stic Name Connected
Readable, Writable, Writable Without Response D
Appearance Beadab\-e L
Readable, Writable, Writable Without Response AbIEICIDS Tead F o
Raw advertisement packet Raw advertisement packet
01060EDIAAGE: Peripheral Preferred Connection Writable
Parameters Abitebeten e
Feadable Supports notifications/indications
DEVICE INFORMATION d973f2e0-b19e-11e2-9€96-080020 DEVICE INFORMATION
| | 0c9a66 | [
| Device Address | | Data format Hex - J Device Address
BEBF:39:94:16:00 d973f2e1-b19e-11e2-9¢96-080020 | 39:94:16
| | 0c9a66 i READ/INDICATED VALUES
GENERIC ATTRIBUTE Sy
ice Changed d973f2e2-b19e-11e2-9296-080020
- o 0c9a66

GENERIC ATTRIBUTE
Writable, Writable Without Response No value read recently

NOTE: The local name could only be changed by modifying the local_name variable
in Make_Connection() at chat.c in the SDK. But, in the new AT command FW, it

can also be changed through the AT+NAME command.
3. BLE Tx power parameter (bluenrgl_api.h)

Bl /4

4 @brief This command sets the TX power level of the device. By controlling the
* EN HIGH POWER and the PA LEVEL, the combination of the 2 determines

* the output power lewvel (dBm). When the system starts up or reboots,

* the default TX power level will be used, which is the maximum value of
* 8 dBm. Once this command is given, the output power will be changed

. instantly, regardless if there is Bluetooth communi ion going on or
£ not. For example, for debugging purpose, the devi n be set to

N advertise the time. And use this command to observe the signal

* strength anging. The system will kesp the last resceived TX power

* level from the command, i.e. the 2nd command overwrites the previous

. TX pover level. The nev TX power lev
. Power command, or the system reboots.
* @param En High Power Enable High Power mode. High power mode should be
£ e led only to re
N

N

#

N

J

J

N

N

#

1 remains until another Set TX

the maximum output power.
Values:

- 0x00: Normal Fowsr

- 0x01:
@param PA Level Power amplifier output lewvel. Th

allowed PA levels depends
on the device (see user manual to know output pover is expected
at a given PA level}. The obtained output power can also depsnd on PCB
layout and associated components.

Values:
- 0x00 ... Ox31
@recval Value indicating success or error code.
Loy
] tBleStatus aci_hal set_tx power_level(uint8_t En High Power,
uintd t PA Lewel);

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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5 FWOTA

5.1 ST-LINK
WS2116 setup, connect power and ST-link then open BlueNRG-1 ST-LINK Utility.

(EVB demo, module has to connect correct pin yourself)

’V”

BlueNRG-1
ST-Link Utility

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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1. Connect to the target

2. Program verify (WS2116_OTA_ServiceManager_2.0.1.hex)

B8, BlueNRG-1 5T-LINK Utility — a x

Eile Edit View Target -LINK  Help
o ot
SuPls 28 4]0
Memary display 2 Device BlueNRG-2
— Version D Ver1l
Address: | 0x1007E800 - | Size: 0x1000 Data Width: |8 bits Revision I | Fey 2
Flash size  256KBytes
Device Memory @ 0x1007EB00 :  File : WO0O001_01B194F8. hex [ ) uveupdate

3. Browse and select file

4. Setting filter "*.hex" files

5. Select “WS2116_OTA_ServiceManager_2.0.1.hex”

6. Openfile.

L -
B BlueMRG-1 ST-LIMK Utility — O p-4
File Edit View Target ST-LINK Help
[ H w 'y :9 ' Download [ W0001_01B194F8.hex | *

Memary display Start address :  0x1007E600
Address: | 0x1007E800 -~ File path DADownloads\Sighox_IDEKEY_AES_Decryptyrebuiltivd001_0] | Browse
| Ver'rﬁl:etlun_ B i
B Open w b
« - « WS2.. > WS2116_AT_CMD_E_2.1.7_20200.. v O Search WS2116_AT_CMD_E_2...
Organize New folder =E- O @
& Downloads # Name Date medified Type Size
w Documents # [ WS2116_AT_CMD_E_2.1.7_App.hex 8/19/2020 5:45 PM EX File 292
PN Pictures +* .
5 [ WS2116_AT_CMD_E_2.1.7_with_OTA hex 8/20/2020 2:19 PM HEX File 598
Downloads #
Exe r‘] W52116_OTA_ServiceManager_2.0.1.hex 8/18/2020 4:16 PM HEX File 197
rebuilt
WS5211x_DK_6.0.
WS2116_SDK_14
> o OneDrive - Person
> I This PC
File name: |WS2116_OTA_ServiceManager_2.0.1.hex ~| Intel Hex Files (*hex) v
6 Open Cancel
i
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7. Check file ~ start address and start programming

i'nowmoa:m WS2116.OTA, ServiceManager.2.0.1hex 1] X

Start address :

010040000

File path DADownloadsiws21 1x_Sigfox_MonarchiJorjin_AT_CMDVPWYY  Browse
Werification |
© Verify while pragramming () Verity after programming
Click *Start” t0 program target.
Cancal

8. Check success message

9. Program verify (WS2116 firmware)

In OTA_ServiceManager FW also can use cell phone to program FW.

dprifsration

K

ory programmed in 105 and 18

B, BlueNRG-1 ST-LINK Utility - X
File Edit View JTarget ST-LINK Help
P ]

sl w20 ]e

Memary display 9 Device BlueNRG-2

VersionID Verl
Address; | (10040000 v| Size: 11753 Data Width: |8 bits  ~ Revision D Rev 2
Flash size  256KBytes
Device Memory @ 0x10040000 :  File : WS2116_OTA_ServiceManager_2.0.1.hex () LiveUpdate
Target memory, Address range: [(e10040000 0x10051753]
Address 0 | 1 | 2 | 3 | 4 5 6 7 8 9 A |B C D |E F ASCH l

Ox10040000 |00 60 00 20 D5 16 05 10 79 F8 04 10 BF F8 04 W0 .°. 2...y2..77..

O0x10040010 |DD CC BB AA 45 55 4C 42 00 OO0 00 OO OO OO OO 0O P?P?7?EULB........

Ox10040020 |00 00 00 OO0 OO OO OO OO OO OO OO OO AS F8 04 10

Ox10040030 |00 00 00 00O OO OO OO O0O BB FPB 04 10 D1 F8 04 10

Ox10040040 |EB F8 04 10 01 F@ 04 10 00 OO 00O OO OO OO OO OO

Ox 10040050 17 9 04 10 2D F9 04 10 43 F9 04 10 5D F9 04 10

Ox10040060 |00 00 00 00O OO OO OO OO OO OO OO OO OO OO OO OO

Ox10040070 |00 00 00 00 73 F9 04 10 89 F9 04 10 9 F9 04 10

Ox10040080 |00 00 00 00 B> F9 04 10 CB F9 04 10 E1 F9 04 10

Ox10040090 |F7 F9 04 10 OD FA 04 10 67 1E 04 10 23 FA 04 10

L2.%7.3% . SWU FIeyueiiLy = Sou AHL.

15:47:34 : Connection mode : Connect with Pre-Reset,

15:47:34 : Debug in Low Power mode enabled.

15:47:34 : Device : BlueNRG-2

15:47:34 : Device family :BlueNRG-2

15:47:34 : Device flash Size : 256KBytes

15:47:39 : [W52116_0OTA_ServiceManager_2.0.1.hex] opened successfully.

e VI s checksum : 0x00612EA8
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10. Browse and select file

11. Setting filter "*.hex" files

12. Select “(WS2116 firmware).hex” (Must be *.hex file)

13. Open file.

Doc No: WS2116 BLE/Sigfox FW development guide

r |
Bl ElueNRG-1 ST-LIMNK Utility — O
File Edit View Target ST-LINK Help
H H w _*" ..? ' Download [ WS2116_DK_2.1.6.hex ] X
4
Memory display Start address: 010051800
Address; |0x10051800 File path DiworksWWS2116_SDK\Projects_Cube\S2-LP_SigFox_DiK\Jor J| Browse
J _ Verification Eh
g, Open x
'T‘ « EWARM :» WS2116_EVE » Exe w -':: Search Exe
QOrganize = New folder =~ [ 0
J Downloads # Name Date modified Type Size
= Documents # I | WSE1‘IG_DK_2_I.E|.hE)(I 12/14/2021 2:23 PM EX File 240
PN Pictures +
Downloads ##
Exe
src
WS211%_DK_6.0.
WS52116_SDK_1.
> s OneDrive - Person
> [ This PC
File name: ~ | Intel Hex Files (*.hex)
:] 3 Open Cancel
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14. Check file ~ start address and start programming

'Download JWS2116_DK_2.1.6.hed] X |
File path  :  DiworksWWS2116_SDK\Projects_Cube\S2-LP_SigFox_DK\Jor
Werificahon
© Verify while pragramming () Verity after programming
Click *Start” t0 program target.
("] Fieset after programming

15. Check success message

B, BlueNRG-1ST-LINK Utility — ] *
File Edit View Target ST-LINK Help
o
Hd PEom: 0
Memory display Device BlueNRG-2
Version ID  Ver 1
Address: |0x10051800 - | Size:  OXIS47F Data Width: |8 bits  ~ Reicion D | Rew 2
Flash size  256KBytes
Device Memory @ 0x10051800 : File : WS2116_DK_2.1.6.hex [ uveupdate
Target memory, Address range: [0x10051800 0x10066C7F)
Address ] |1 |2 |3 |4 |5 6 |7 8 |9 |A |B |C |D |E |F ASCH I
0x10051800 |00 60 OO0 20 B9 69 06 10 01 58 06 10 03 58 06 10 .'. %...X...X..
0x10051810 |AA 55 55 AA 45 55 4C 42 00 00 00 OO0 OO 0O OO0 OO0 P7UUZEULB........
0x10051820 |00 00 OO0 OO OO OO OO0 OO OO OO OO0 OO O5 58 06 10 ......oovvwes X
0x10051830 |00 00 OO0 OO OO OO OO0 OO0 83 30 05 10 CD 3C 05 10 70..7<
0x10051840 |07 58 06 10 D3 30 05 10 00 00 00 OO OO0 00O OO OO .X..70..........
0x10051850 |4B 58 06 10 AF 32 05 10 43 58 06 10 03 4B 05 10 KX..72..CX...K..
0x10051860 |00 00 OO0 OO0 OO OD OO OO OO OO OO0 OO OO 0O OO0 OO0 .....ivvvuninnes
0x10051870 |00 00 OO0 OO0 O7 4B O5 10 3B 56 05 10 93 56 05 10 ..... K.V V..
0x10051880 |00 00 00O DO C3 33 O5 10 7B 2C 05 10 33 3D 05 10 ....73..{,..3=..
LO.L3.9Y © 31 LA FINITwane versun . va2o057
16:23:49 : Connected via SWD.
16:23:49 : SWD Frequency = 100 KHz.
16:23:49 : Connection mode : Connect with Pre-Reset.
16:23:49 : Debug in Low Power mode enabled.
16:23:49 : Device : BlueNRG-2
16:23:49 : Device family :BlueNRG-2
Memaory programmed in 26s and 640ms. I
Verification...0K
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5.2 OTA

1. Press SW1 to return OTA service manager. Please ensure SW1 is setting

“‘OTA_Jump_To_Service_Manager_Application”.
main.c x 5T _Sigfox_Init.c chat.c rf_api.c bluenrgl_apih ble_status.

if(but_pressed)
{
#if 5T USE_OTR SERVICE MANAGER APPLICATION
printf("Enter OTAR\r\n"):;
SdkDelayMs (100}
OTA Jump To Service Manager . Appllcatlcn(:l
f#endif /*# ST USE OTA SERVICE MANAGER APPLICATION
LedBlink(LED2, S):

}

= CR2 (B & R42 p
JOR&JID
WS2116EA0-PCB-D03
el

[+ 4
RESETN (D Ci4

'tﬂ”! "‘hs '

T COM28 - Tera Term VT
Eile Edit Setup Control Window Help

BlueNRG-2 BLE OTA Service Manager {version: 2.8.1)

0TA service added successfully.
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2. Prepare another WS2116 EVB to the USB connectors on a PC.

O

A

o5 5 3
o |l|le E

)
B

- 3 ” .
3.  Program the second WS2116 EVB with the “DTM_UART .hex” to be used with
the BlueNRG GUI
DM x

® New ~ ‘}g [D EI] = @ Tl sort - = View ~ -
“ > v I( ST » BlueMRG GUI4.2.0 » Firmware » BlueNRG2 » DOTM I ~ 2 Search DTM
> o Music Name - Date modified Type Size
> W Pictures (] DTM_SPLhex 10/13/202112:12 PM HEX File 389 KB
y n Videos [ DTM_SPI NOUPDATER._bin 10/13/2021 1212 PM BIM File 146 KB
y Windows-5D | : DTM_UART hex 10/13/2021 12:12 PM HEX File 389 KB
> = DATA (D) : DTM_UART_MOUPDATER.bin 0211212 PM BIN File 146 KB
3w IDBOOTVX (E) | DTM_UART_Sleep.hex 10/13/2021 1212 PM HEX File 389 KB

: DTM_UART_Throughput.hex 10/13/2021 1212 PM HEX File 383 KB
> e IDBOOTVX (F)

5w IDBOOTVE (E:)
> wm IDBOOTVX (F)

> W Network

Gitems 1 item selected 383 KB

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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4. Open the BlueNRG GUI on the PC and select the COM port related to the
second WS2116 EVB configured on step 9, through the drop down “Port” and
press ‘Open’. And make sure the baudrate is set to 115200.

Lyr

BlueMRG GUI

& BlueNRG GUI v4.2.0 - O X

File Tools Settings Help

IIPort: COM6 (STDK) |~ Open HW Reset
|

ACI Commands ACT Utilities Scripts Beacon RF Test Throughtput

Init Device...
| Service Management...
Security Configuration.,

Security Information...

Peripheral Role
Central Role Peripheral Role
Scanning... Advertising...
Connections...
|
I Update Connections... Update Advertising Data...
Security Management...
Service Discovery...
Terminate Connections...
|
Clear List Update Autoscroll Send
Sent/Received Packets Facket Datails
M. Time Type Parameter Value Literal Info
IBaud rate: 115200 iOnIx BlueNRG/BlueNRG-MS/BlueNRG-1/BlueNRG-2)| 2021-12-22

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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5. On BlueNRG GUI select ‘Tools’ -‘OTA bootloader’ to open up the dialog

containing OTA FW upgrade actions and press ‘Search for devices’.

&7 BlueMNRG GUI v4.2.0 - O X
File Settings Help
Stack Updater... BlueNRG-2 HW v1.2
Port: IFR/Device Configuration.. HW Reset BlueNRG-2 FW v2.1e - DTM UART v3.3.0
Motherboard FW v1.8
Flash Motherboard FW...
Al I OTA Bootloader... I ts Beacon RF Test Throughtput
Get Version..

Init Device...
Get Prod Data...

Service Management...
Security Configuration.,

Security Information...

LPeripheral Role
Central Role
Scanning... Advertising. ..
Connections...
Update Comnnections... Update Advertising Data...
Security Management...
Service Discovery...
Terminate Connections...
| &7 Bootloading Actions X
Search for devices I

Connect

Mew image base address (set at compile time linker options):

Mew 1mage file path:

Browse..,

0% Updata

Force Disconnection

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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After ‘Search for devices’, the GUI starts the discovery process and gets back

with some information about the address and application names of the devices

running OTA FW upgrade service within the radio range.

combo box arrow below the ‘Search for devices’ button and the user can find

the device running the OTA "Service Manager" and press ‘Connect’.

| &7 Bootloading Actions

% |

| [ Search for devices

I Oxedadeb1f 1130 T ASarviceller

Connect

Mew image base address (set at compile time linker options):

| New 1mage file path:

0%

Force Disconnection

Browse..,

Update

|

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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8. If user realizes he has connected the wrong device, he can just press the ‘Force

Disconnection’ button and get back to the device selection within the combo

box.
| &7 Bootloading Actions X |
Search for devices
Dxcdadeb 11130 TAServicebder i
Connect
Device : 0XCDAACBIF113; Image to be nploaded: (USE OTA SERVICEMANAGER)
| Mew image base address (set at compile time linker options):
|
| Dx10051800
| MNew image file path:
Browsa.., [
0% Update '
I Force Disconnection
| —

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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9. After the device selection, connection through ‘Connect’ button and reading of

the related free memory range. Then press ‘Browse’ to select image.

| &7 Bootloading Actions

Search for devices

Mcdadeb 11130 TAServicebder

Connect

X

N Device : 0XCDAACBIFL13; Image to be uploaded: (USE_OTA_SERVICEMANAGER) § |

N Mew 1mage base address (set at comptle time linker options):

0k 10051800]

" New image file path:

Force Disconnection

Browse... :

0% Update

10. Choose *.bin and select what you want to program. Make sure the image file

and press “update”.

&7 Open Image

< v « WGS2116_AT_CMD_2.1.7_20200818 > WS2116_AT_CMD_M_2.1.7_20200818

Organize ~ New folder

~
> & Documents Name Date modified

D WS2116_AT_CMD_M_2.1.7 bin 8/19/2020 5:45 PM

v

@ Music
PN Pictures
u Videos

mm DATA (D)
== IDBOO7VX (E:)
== |DBOOTVX (F)

| > == IDBOO7VX (E)

> == |DBOO7VX (F)

> % Network

X
v O O Search WS2116 AT CMD M.

=- O @

Type Size

BIN File 112 KB

File name: |WS2116_AT_CMD_M_2.1.7 bin

v | Image Files (*bin) v |

Open Cancel
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- 49-



o1
L Doc No: WS2116 BLE/Sigfox FW development guide

&7 Bootloading Actions X

Search for devices

Mcdadeb 11130 TAServicebder i

Connect

Device : 0XCDAACBIF113; Imaze to be nploaded: (USE_OTA_SERVICEMANAGER)

| Mew 1mage base address (set at comptle time linker options):

O 10051800

Mew image file path:

116_AT_CMD_M_2.1.7_202008 13/WS2116_AT_CMD_M_2.17.bin

o [Comm

Force Disconnection

&y Bootloading Actions X

Search for devices

Oxedadeb If 1130 TAServicebder w

Connect

Device : DXCDAACEIF113; Image to be upleaded: (USE_OTA_SERVICEMANAGER)

| Mew image base address (set at compile time linker options):

Ox 100351200

Mew 1mage file path:
116 AT CMD M_2.1.7 202008 18/WS2116_AT_CMD M 2.1.7 bin Browse...

— % Upis

Force Disconnection

Copyright © JORJIN TECHNOLOGIES INC. LIMITED 2021
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&7 Bootloading Actions X

Search for devices

Connect

Device : 0XCDAACBIF113; Imaze to be nploaded: (USE_OTA_SERVICEMANAGER)

Mew 1mage base address (set at compile time linker options):

O 10051800
Mew image file path:
116_AT CMD M 217 202002 18/WS2116_AT CWD M _2.1.7.bin | Browse...

R — 00 Update

Force Disconnection

11. OTA success will show firmware booting log.

Tl COM28 - Tera Term VT — [m] X

File Edit 5Setup Control Window Help

BlueNRG-2 BLE OTA Service Manager (version: 2.0.1)

0TA service added successfully.

Jorjin application: WS2116_AT_CHD_M_2.1.7
MAC : 00199439BF8E

RCZ:1

TD:01B194F8

PAC : 39BBAB2 7F64BATE

BLE Stack Initialized

Ready. ..

o |
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6 How TO EVALUATE WITH SIGFOX FUNCIOTN

6.1 Use PUBLIC KEY (Use SDR DONGLE)

1.

2.

Hold SW1

Press and release SW2

Release SW1

Check the log as below

Set TRIGGER_TIMER as a trigger unit to send frame to sigfox backend.

mainc » 5T Init.c nvm_api.c

La
=}

#define TRIGGER TIME

=

COMIT - Tera Term VT

Ele Edit Setup Control Windoew Help
Ir" —_ 1

BLE Stack Initialized

RC4 open

Initialization done

Timer Si : |
. |

nd ¢

send 18
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L =

W sigfox

Cewice 1D Time

P — . anour AUTEICEIN B0 Al [ ]
Baquance Data ! Decoding Lo
03043 i3 1300 -II' a
i i all a
i ’ 0o il o
100 | o
. 0 il @
T By le2ll il a
; . 0 il 0
Az : el il o
1845 4 Ll .Il' o
4174 5% 1] il o

6.2 Use PRIVATE KEY
Both EEPROMI/flash have stored SIGFOX information (id, pac and key etc.), depend

on module or EVB you use to define symbol to read SIGFOX information (id, pac and

key etc.) which Jorjin provide to simulate sigfox function.

Options for node "Jorjin_WS2116_DK"

Category

General Optons
Static Analysis

e —

Output Converter
Custom Buid
Buid Actons
Linker
Debugger
Simulator
CADI
CMSIS DAP
GDB Server
19et/ITAGet
Junk/)-Trace
T1 Stelaris
Nu-Link
PE micro
STAINK
Third-Party Driver
TIMSP-FET
TIXDS

Callacks

Factoey Settings
[ Mukifile Compilation

Discard Urnsed Publics

MISRA-C:1998 Encodings
Language 1 Language 2 Code Optimizations Output
List | Preprocessor | Diagnostics MISRA-C:2004

Oignore standard include directories;

Extra Options

Additional include directories: (one per line)

SPROJ_DIRS\.\.\inc A
$PROJ_DIRS\.\.\.\..\..\Drivers\ MCU\HAL_BLUENRG\inc
SPROJ_DIRS\.\.\.\.\. \Drivers\MCU\CMSIS\BlueNRG 1\inc
SPROJ_DIRS\ .\ \.\.\.\Drivers\MCU\BlueNRG1_Periph_Driver\in
$PROJ_DIRS\\ .\, \.\.\Drivers\BSP\SDK_Eval_BlueNRG\inc v

Preinclude file:

Defined symbols: (one perline)

DEBUGx ~| [ Ereprocessor output to file
<MONARCH FEATURE_ENABL [T]Preserve comments

JUSE_FLASH [(] Generate #line directives
HARDCODE X v

oK Cancel

(=
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Eile Edit Setup Cgnirol Window Help

Jorgin WS2116 application *#* Jan 38 2019 16:56:46 *=
BLE Stack Imitialized

i =133

BEDDE ;

Open

v send
: send

DEVICE DEVICE TYPE USER CROUE - -,

NFORRATIN Device BISSEF - Messages
1 OHCATION

e Data fDecoding  Link quality Callbacks Location

s i O O
EVENT CONFIGURATION " (4] O
cswa o : (¢ O

. | [+ O

all © O

all @ 9

all @ 9

. , (+] O

s al - @ O

. al © O
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If show information below, please click “ Disengage sequence number” on Sigfox

backend. Then the sequence number will match.

uence number returned to zero

EVICE  DEVICETYPE — USER  GROUP a9 »
INFCERMATHIN
Device B965F2 - Information Suspend I Disengege SEqUETCE number I Edit Transter
LOCATION
MELEE Wames Jorjin_[evklt_z-dedos
EVENTS Proboood: *'

Activable state: [+ 0

STATISTMS

Sequence number 11 (Z015-07-22 1T00:54
EVENT CONFIGURATION Trash saquanca numben He M2

Last sean: 2073

B 3D D 14 F B0

Praduct oetdficabe 2 oo 54 111
Lakimads: c.nnn (deoreer

Learegitude: 0.

Dievice e Jarjin Deekil 2

Mg SHILEN: 1516 o=

Avarage S50 : 0424 dB

Statec Ok

Communication stabus:

Contract: jorjin_t_%e? 1_%dits

Activation date :

Token walidity: 201 3-07-20

Subscription aubomatic renewal skabus: Sot s lowed

Gulbseriptioh albamatis feheent (=

rignk & Hgho HZ-GCTEN 220120730090 0E5 - 276 - Terms and conditians / Cookie polcy

6.3 READ SIGFox ID AND PAC

This section is based on SDK 3.32+ version. If you are using old SDK. Please

upgrade.

Don't define “HARDCODE” to read module data SIGFOX information, UART will
show ID and PAC.

M COMA11 - Tera Term VT - ] x

File Edit Setup Contrel Windew Help
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6.4 SCAN MODE
WS2116 supply a function which scan of the air to detect a Sigfox Beacon to use in

different zone. To enable function please define “MONARCH_SCAN”.

This SDK is designed that device always in sleep mode when specific timer / unit

time wakeup to scan where zone is it.

Wakeup source have 10-11 (UART), I0-12 (Button) and timer. Timer interval setting
“WAKEUP_TIMEOUT".

#define WAKEUP _TIMECUT 30000 //30 sec, MAX = 5242873 (5242 sec)

Options for node "Jorin_Ws2116_DK" b4
Categow: Factany 5 ettings
General Options [] hdudtifile Compilation
Statc Analyss Dizcard Unused Publics
Runtime Chedkdng
MISRA-C:1998 Encodings Extra Options

Assembler Language 1 Language 2 Code Cptimizations Qutput
Output Converter . p . . )
Custom Buikd List reprocessor hagnostics MISRA-C-2004
Build Acti
Linker o []lgnore standard include directories
Depnger Additional include directories: (one per ling)
;"[;'l”“” $PROJ_DIRS'\_\inc -
$PROJ_DIRSY, A\ .\ \Drivers\MCU\HAL_BLUENRG\inc
CMSIE DAP $PROJ_DIRSY A, N\ \Drivers\MCUN\CMSIS\BlueNRGT\inc
GDB Server $PROJ_DIRS\ .\ \.\.\Drivers\MCU\ElueNRG1_Perigh_Driver\in
Let/ITAG)et SPROJ DIRS' 3000\ \Drivers\BSP\SDK_Eval BlusMRG\ine ”
JLink/}-Trace
T1 Stellaris Preinclude file:
Mu-Link
PE micro
STLINK Defined symbaols: (one per ling)
Third-Party Driver DEBUGCH ~ Preprocessor output to file
TIMSPFET | MONARCH_FEATURE_ENABLE | [] Presene comments
TI ¥DS USE_FLAGH [[] Generate 2line directives
HARDCODEx ]

e
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if (callbackFlag)

{
callbackFlag = 0;
sleep timer();

1

if (wakeupFlag=—=1)
{
wakeupFlag=0;

SIGFOX_APT close():
resetRcz=1;

‘Begin Monarch Scan session

SIGFOX MONARCH API_execute rc scan (63, 5, SFE_TIME M, callback_for found):

printf{"waitting for SIGFOX beacon...\r\n");

T COM33 - Tera Term VT — O x
File Edit Setup Control Window Help
Jorjin W52116 application ** Jan 3@ 2019 17:15:56 **
BLE Stack Initialized
ID = P@BB965SEF
PAC = @ PE5S1A4A31B
RC4 open

Enter to Sleep - SLEEPMODE_WAKETIMER
JAKEUFP Reason = SLEEP TIMER2
waitting for SIGFOX beacon...

return rc_bit mask ©

return rssi @

Enter to Sleep - SLEEPMODE_WAKETIMER
JAKEUP Reason = SLEEP TIMER2
waitting for SIGFOX beacon...

return rc_bit mask ©

return rssi 8

Enter to Sleep - SLEEPMODE_WAKETIMER
JAKEUP Reason = SLEEP TIMER2
waitting for SIGFOX beacon...
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